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Current Situation, Problems, and Relief Path
of China’s Cross-Border Data System

YE Chuanxing, YAN Wenguang

(Law School, Renmin University of China, Beijing 100872, China)

Abstract: China has established a cross-border data system with “security assessment, standard contract, protection
and certification” as its core and industry regulations as its supporting mechanism, which has resulted in a Chinese
program that ensures security and promotes development. However, in the specific legislation, the system is unba-
lanced both in theory and practice. In theory, it lacks perfect basic theory support, and in practice, it has not formed a
systematic and complete system. In addition, there is disagreement in the application relationship between the systems,
and it is difficult to connect the systems with the international rules due to their separation from the international rules.

Data processors face higher costs in compliance practices, making it difficult to achieve the desired results. Unlike
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various theoretical foundations of cross-border data, such as the “market discourse” of the United States and the

“rights-centeredness” of the European Union, China should construct a data outbound transfer system based on its

national conditions and the theory of data sovereignty under the system of clear balance of interests, and rectify the

regulatory ideas of excessive security protection in practice. China also needs to improve the connection between the

relevant systems and between domestic laws and international rules through measures such as separate security assess-

ments, formulation of special industrial and local systems, and endeavor to reduce the compliance costs and ensure the

implementation of the system.

Keywords: cross-border data; security assessment; standard contract; protection and certification; data sovereignty

theory; compliance cost
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