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Table 1 Industry classification results
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Table 2 Text quantity dataset sample

| DS1 DS2 DS3 DS4 DS5 Testl
1 3 000 2 000 5 000 2 000 10 000 2 000
2 3 000 2 000 5 000 2 000 10 000 2 000
3 3 000 2 000 5 000 2 000 10 000 2 000
4 3 000 2 000 5 000 2 000 10 000 2 000
5 3 000 2 000 5 000 2 000 10 000 2 000
6 3 000 2 000 5 000 2000 10 000 2 000
7 3 000 2 000 5 000 2 000 10 000 2 000
8 3 000 2 000 5 000 2 000 10 000 2 000
9 3 000 2 000 5 000 2 000 10 000 2 000

10 3 000 2 000 5 000 2 000 10 000 2 000
3 000 2 000 5 000 2 000 10 000 2 000
12 3 000 2 000 5 000 2000 10 000 2 000
13 3 000 2 000 5 000 2 000 10 000 2 000
14 3 000 2 000 5 000 2000 10 000 2 000
15 3 000 2 000 5 000 2 000 10 000 2 000
16 3 000 2 000 5 000 2 000 10 000 2 000
17 3 000 2 000 5 000 2000 10 000 2 000
18 3 000 2 000 5 000 2 000 10 000 2 000
19 3 000 2 000 5 000 2000 10 000 2 000
20 3 000 2 000 5 000 2 000 10 000 2 000
21 3 000 2 000 5 000 2000 10 000 2 000
22 3 000 2 000 5 000 2000 10 000 2 000
23 3 000 2 000 5 000 2000 10 000 2 000
24 3 000 2 000 5 000 2000 10 000 2 000
25 3 000 2 000 5 000 2 000 10 000 2 000
26 3 000 2 000 5 000 2000 10 000 2 000
27 3 000 2 000 5 000 2000 10 000 2 000
28 3 000 2 000 5 000 2 000 10 000 2 000
29 3 000 2 000 5 000 2000 10 000 2 000
30 3 000 2 000 5 000 2000 10 000 2 000
31 3 000 2 000 5 000 2000 10 000 2 000

—_
—_
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3.3 XLWIME

S2H HLAS BT E: R AE R 4 Ubunt 18. 04. 1
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fastText 7E gec 7.3.0 F %1%,
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T BAIE fastText Xf 4l 73 28 BYROCR , A SCf
i DST 254, fili T Test] iK%k , n-gram fiff
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HEA 81 7 7 4 18 5 B R[] 0 5 3 vz o
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N 52 I 80 000 4% B4 i1 i i 43 2, 45 v 261 24 (B
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Table 3 Classification result of dataset %

iRl BRE KR fHER F

DS1 73.6  71.8 72.7
D2 741 70.2 72.1
Bayes D3 75.2  73.8 74.5
DS4  69.9  68.5 69.2
DS5  70.3  67.6 68.9
DS1 78.0  72.4 75.1
D2 76.8  75.2 76.0
PLsg M D3 77.7  74.9 76.3
D4 75.8  72.1 73.9
DSs  72.1  70.2 71.1
DS1 76.2  72.1 74.1
D2 75.4  70.3 72.8
KNN DS3  70.1  68.9 69.5
D4  72.5  70.8 71.6
DS5  72.4  69.8 71.1
DS1 80.1  75.2 77.6
D2 79.2  75.0 77.0
TextCNN DS3 81.1  76.2 78.6
D4  77.9  74.3 76. 1
DS5 80.5  78.2 79.3
DS1 82.2  80.1 81.14
D2 81.3  79.8 80.5
fastText DS3 81.6  79.9 80.7
DS4  82.5  80.0 81.2
DS5 84.0  81.1 82.5
DS1 83.73  81.91 82.81( +1.67)
D2 82.6  79.1 80.81( +0.31)
fastText_TF_IDF  DS3 83.1  80.5 81.78( +1.08)
DS4  82.1  79.1 80.57
DS5 84.2  82.0 83.08( +0.58)
I{H 83.1  80.5 81.8
4 5 RE
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SV BT AR AT A 2 3E R, &SRB R W
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82% Lk 1) , or S LM, AR08 W5 S BLAT I A7k o
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Industry classification technology based on fastText algorithm
WU Zhen', RAN Xiaoyan', MIAO Quan"* ", LIU Chunyan’, ZHANG Dong', WEI Na’

(1. National Computer Network Emergency Response Technical Team/Coordination Center of China, Beijing 100029, China;
2. Beijing Branch of National Computer Network Emergency Response Technical Team/Coordination Center of China, Beijing 100055, China;
3. Great Wall Computer Software & System Inc. , Beijing 100190, China)

Abstract: With the rapid development of China’ s economy and the continuous improvement of technolog-
ical innovation ability, efficient organization and classification information is the basis of providing personalized
industry management and tracking analysis. According to the characteristics of industry information and the law
of development, a Chinese industry classification model based on fastText is proposed in this paper. First, the
keyword database of industry classification is constructed, then word segmentation and weight calculation are
carried out by feature lexicon, and finally the classifier model is constructed to realize the automatic classifica-
tion of industry. In the experiment, 80 000 test documents including business scope, enterprise information
and public opinion information were selected. The results show that the classification accuracy of the proposed
model is higher than that of Bayes, decision tree, KNN and other classification algorithms. Thus, the pro-
posed model works well in the application.
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iRl [a] A 56 AR o AR R B 2R AT 20 A Y A B v G i
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ZRAE SUARTFAF G b AL, 5 2] SCAS B3] [ 1
i R, Ul AR S e S5 B A 8k
fife T A S AL B R R T A R 8 I 4% G
A AR R B R, AR IR Y 2 SCAS SR R AL
PRI AR ORI 0 A T A5 A 5 R E
JEE 0 3 45 A YE R AL SR ROCCAS R AE L 2K
WU R SCSCAS 1 S SRR 4 B o e 7 s T A AR A S
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LSTM ffy ELMo' "' 0 LA % ] B 4al ££ |- F 3 52 2%
FR I (H 2 e 9 4SS 28 2 i A0 1) 3 58 MO i — 20
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) 5317 3 BE S YU H AT 3 3k SCAS 328 g O B 1)
BT 2H R AT 55 1 OCHE

BEXS bk BT i R T, AN SCHR T — A LT
22 W 45 O HE 2R 45 5 1 0 L # S B TR A R A
Tl—— ADGCN,, A3 854l 5 5% B ] 5 SCAS 32 A8 1] )
SIS T, 12 0 KA 4503 O 1], DA B v TG MR 2
UTERITERE . kTR B A R 2 S R, AR S
AR BCHE S5 ke T VR i 2 I 4 ) TR B 245 5 0 R
DINGEGE i€/ U S N B P S WIS Pl VR R G
PRRRAIE 5 42 Jay MR PR A 25 1, R B A Ak > T
JRUTAD B SIS FE , T A RO R T B 25 0 v i 45 B

ARSCHY EZ TR T

1) A SCAS P2 5 b 4 ) Y R B 4 L
ok P ey S ) ok FRAIE A g R S 2 4 A 2 R ) ) G
Fo AEIRE 2 I SR A R A AL Ok 2
T RURFAE S E] A S, R TE AR W) T AR B,
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1 XTI

1.1 EHEME
P ol 222 o) 255 A5 U 7 PRI TES 235 4 3000 A 4650 T )
IO FH R 52 BN ATT 9 5 T, 475 O A% 45 A 1

L P e 0 R MRS LA
i RO DL AW NNl EI LR R
SO AR 4y 2T oA b T AR AR SR
JFH P 25 9 28 %] = 45 4 A ) SO B 40 R A7 A
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HE K SRS 46 Sy B i) R B FRE AR S R
JE BRI TR 278 1 e 3, A R0 AR 3R % 22 A
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FoR A 3 B4 B 28 ) 4% ( graph convolu-
tion neural network, GCN) j[. B JCE (=5, LK U
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&L, I ELAR A SCA AN 4 581 & & UK, T 48
X S SCAS b B ) AR T B PR
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FA T EEAEFEATHE R R HE A SR RO AR A
EN PRI T S B R & . SCHR 30 ] 42ty 17—
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Fig.1 Schematic diagram of ADGCN model

SCAAR AT 1 i A AL B A9 AL 22 F &
B SCICA o X SCAR R ] iy 44 52 AR R, 9 1)
TextRank $& BOCA i) M OCHER] , X 70 - (1 1) >R
H glove I 2 Az i) % A ) o 7 Ak 2 5350 20 1
FI IR R SOAS A= B i 1 0E — 2 2 ) Bl — 4L
R 1) A5, LA AR ISR 1 i 5 6 £ S5 R0 5 i 1) [

Happy Teacher's Day!(s,) Let's
remember and celebrate Dr.
Sarvepalli Radhakrishnan and

his holistic view on religion. (s,)

Our real-life teachers are no less

than our on-screen heroes! (s,)
Today we are very happy to celebrate
them both.(s,) The entire universe is
a teacher for those who are willing to
learn.(s,) He is the builder of whole
nation.(s,) #HappyTeachersDay2020

A

8o PR JZ 0 SO AT i, T A
SCARR) TR AR o R Je B NV A A (5] 4 26 i
BEPGER ARG E 2 AR EE R MR
HJZ o EREIIZ A B s (R, T 5151 AR
[ 9 3R 2R 1, ik B SR 22 Sk T ML, 42 4 B
B RORAR A R e R A . RS
HJZEX B SE R — 2 g A, i A HEZL R T GCN, 4]
B3 B B AR A T BT R AR B — R
& b2 PR AR A . ASCH M A EEIRLE.
R X R M S TE T 7o it B
R AR A0 0 1) 25 4 3 4 22 Ak HE A OGB4
BT Z 0 S B A R HEAT A, 1 A A 2o e v R
RAE= A V1IN o N 1 0 R o O R
I — Bl S AL R T S B 1) i SR
2.2 EMEE

P b 3 14 L e o e SCAS 2 IR A A A
TS B A A 1 P S 5 AL R T R ) IR R o
A FC AR 91 b 3 45 R 6 SCAS f14 4k B85 5K BT 45 4
AT DL AR O RO S5E AR 2 1 ) Y [ A T
SUAE B A3 0 /0 W8 75 T ) X S B3 /) 119 2 T
6K 55 2 2 PR AIE 19 52 2% JBE , % i AR 2 LR X %
RPN DRz

WA 2 FroR XS5 AH 0 KA TR ESCR S =
[siysyyeeys, PRIEER Y R0 D R BN AL o, S T
ALV gy TR L 00 TR R H G B 1)
K= {ky ky, ook, AL SCHE A Y A T2 =

DRI I 0,0, 2 FH T % R 5 5 R 1) 1) ) 1 4L A o
FEA 5L v 2 B TextRank 315 — 4> 304
title , [F) i fill 3 HashTag [ i R AL o 27 79 5 W] 4175
AR TR A ), JUTAS I, A () ) 5 B8 A 00 S i Y
B o A0 P A Sl B 05 A TR i R, 4 ]
b o ABREHE I A 0 T — R A AT
[y UK W

HashTag
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Fig.2  Graph construction process
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Bkl KpmdIrk.

BN R k= 1k ko kb AT s =
18, ,8,, 0,8, |, SUAS F A title,

B OCHET A Lo, 0,, 0, b, A R
Do S B vy 5 A 0 S 0, 3 B A
How,,

13X SCAS F2 AR B, I 36 SCAS 73] o

2 Al 44 SR I SR IBOCCA i m A6
B k= Ak ke ko
3, fors=1{s,,s,,,s,| do;

4 if A1) s, A5 B TR K, then:

5 W s, PIL TR v,

6. else:

7 B s, PTCER T AL 0oy

8: end for

9 for 41 o, M5 v, do:

10w, o, o, 6 2RI 6701

0.1,0.1,0.2,0.1,0.5

0.3,02,0.2,0.1,0.2

A" 02,0.1,0.5,0.1,0.1

5 0.6,0.1,0.1,0.1, 0.1
0.1,0.1,0.2,0.2,0.4

—, o, m, 5, E

< < = =

S o N W oV
SRR
S N NV
o o oV
o o ov

0.6,0.1,0.1,0.1,0.1
0.3,04,0.1,0.1,0.1
47| 03,0.1,02,0.1,03
0.1,0.3,0.2,0.2,02
0.4,0.1,0.1,0.2, 03

& 3

11. end for
SCAS HhiR] B0 46 A R TR ) R )
fif p, e R S Ad 454 x, e R™RAE, UNF
e, = x, +p, (1)
2.3 FENE
HEEZM T 51205 AU m W CH % B,
V3T, %oF (1 AL i )2 At ) <08 42 i I A 22 Sk 1
BIRKREAFFEMAGELE, Bl e
TSR A X VA4 A I G R T R A
rh BRSO IR T AR )3 A AEE DTG A
P B ST A T Y OC R
55 1210 thead A A" QI
— AR — AT, W
QW! x (KW;)"
)
X Q F K M EEHIEE 11 J2 5 R AE; WO e R
WS e RN AT 2 ) SRR

A" = soft max( (2)

EREE

Fig.3 Attention layer
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B R BE S (), N T ke GCON 2 B S ¥ 1Y
i) R, 7 A — 2 i A B 5 B 2 )2
g = [ohs 7] (4)
G" = FFNN(g,,g,,"",¢,) (5)
2.5 BEEEE
B 4 2 58 UM SUA RS 1) TAE, 2 % L

FREH AR SR R4 BR b 28 19 4% (recurrent neu-
ral network , RNN) B B/ Ay it i 2% . GCN J2 1) 5
th GE B AR EE INIR O DA B — A
ERARICTFI Y = {y 50,y o BRBE A
FAUR D EERE R B g g b HE i 3
W Jo R iE Ak R 2% RNN [ 9] G651 A 1, , RNN
— R ARRAE ¢, TEfRRS AR, R R I AL
il o THE BRSCI e, K KETE GON Ay
t; = RNN(z, ,,e,,) (6)
_ exp(8(t,8))

Y exp(8(t,8,))

¢, = Zajxgj (8)
FH 6 4 BRI, T R A RS R A R
T B AH G BE

% A U6 i RO R A By i L R
ML T £ 3 P M 2R 0 A 5 R
Gy A KR4 G, A B 2 1 B BIR 28 e, AR TR 3
B i e, S TR B 10 K -
y, = soft max(U(tanh(M([¢t;5¢,]) +b))) (9)
Pepy = (W, [1:5¢.]) (10)
p=(1=p,) XY+p,, X« (11)
Kol UM W, b A2 5T R B

3 XBE5SM

3.1 ZWHIE

ARICNFEANHAZF & B EE , i TEA
[F] 32 T a2 I AR R, AR T 25 (I i Tk
FEORHE R B R E R HE IRAT S
AU FE 3 A FE R AT Y L A TR L HOE g
J3E o O D SCAS A 3R R A2 V- 5 e SCSUAS S R
SR I, PR Z O bR AR B AR (TH) o TH %8s 4R
RGN 1 fr /R, nl 3833 https: // github. com/Mi-
niiEcho/keywords-generation. git 15 [0]iZ 245 & , AJ

x1 AEEADH TH ERMRERE
Table 1 Number of TH samples and tags in

(7)

Q;

different topics

F A SR PR HL
HevE 14 044 10
HE 11 181 7
ik e 4 868 5

DAJH R A UbR 48l SCAS 70 2S5 AT 55, IX L8 8K
P 2T DL S IR o A B A R AR —
HHZA- EH A O, in#HappyTeachersDay J& T
TR THE . BE MR 2 D SRR
AR AR 3 f 2 — 8 fd Bl R AR A RO R HH
TR FEAR — 2 H R SR A 30 093 J%,
B LA SRR RN 2R

TEMCER /N BV 4R B PP Al I R B - BoA
BRI 04 T P R DR A 28 40 1 v [ AR T L2
PR 0F 1 45 R, ok B e — > & JF s £
KP20k ™" P HEAT I L A PEAL . 2% K08 4 2 Meng
%:35]}J\ ACM . SicenceDirect Il Web of Science [&
4 AR B9 DG T AL AR Y e B RO L R
Z BB RO S 5 R O i 1 A
k. KP20k $dls 4 B A Kol i 50 77, & TH
i 4L 0y 18 A%, AT AR S R MR 4 4 25 6 Tk A
RIPERE . KP20k TEIF IR 2 .

* 2 KP20k HiE&EH#Hid
Table 2 KP20k dataset description

KP20k N
plER S 530 809
LORTRE S 20 000
R 20 000

3.2 ZWiIZE

7R ER I LB, AN = 1,2,
3PP PEA TR o A B, A M = 11,2,3 41 %
FEZKTEBEIMRBLN L=12,3,4,5] Pk
AR R Gl X B E AR e L8R, Kk
M(N=2, M=2, L=1,d=300) (0 GIXKETL
TH Bl 5 B IRAS 1 e dF 09 ROR 7 T00 R BOR X
BOUNRYREOLT  BEAK LB, 25 S8 A 455 B 3 38 - 3
&, (N=2,M=3,L=2,d=300)HGKHE
£ KP20k #5444 B HUAG T B df iR . i p A
AE NVIDIA GeForce GTX 1650 %] CUDA9.0
Wk, Y2k J5 B3 O 100, &5 10 4> J& 23 ] iF 2y
270 s, daHt K /N K 60 000, 4] F KN K 100, 4
IO BRI B BE B KA 40 X TR RS A L R
XLJa] LSTM, 128 ik 5 /5. ,2 )2, dropout KX &
0.1, 3K A Adam (EALER I RS 50, IR ALY
2] %4 0.01 ,epoch i 10,4 epoch — K F 2] EK
WD R —2F
3.3 WfhEEMRE

AR AT 3 B 5 R PEAR WA W EE 4
A ISR S BER] 1 B, 0 ) S R DG 1R A L N
GUME . OF B AR R R T L 1R R 3 Ay oK
155, - fHTS I 0 ~ 10, 7F KP20k %48 % | >R
FAASHER P A W3 R AL F, (AR R VRAL BB M B
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1) FHEME. T PP AL 45 R 2 15 5 30k
— B, RIS B AT B A S B R SUUAR N,
J& F B8O A R T AL G RSO

2) [ERE. T4 REE T 20/ Ik
(EPSSN IRa Qi IPRL AR SR Y E BN/
HAOFRY R E TT T, B T 0 A N B A R
TR, 2l — e B i

3) ERME. TR A e TR, 2
e B B9 A SCRY A .

ARSCHET 3 ALPEIY B2 A AN R RR TR A A Y
KT, i T REAL R A e, R 3 AR Y 4%
100 28 % SCHY S5 R AT VAL o 3o 5 273 31 iUk
3R SR S HER] , 3X 5 P AR 4R B 32 R SCHY
J7 AN o ] Spearman S5 2% AH 56 73 Kok 7 £ 3
v Z 18] (AR e, p-values FBAR T 1 x 1077 31X 3%
B 23 B3 22 18] B P 20 A B0 A SR PR o 7 X S 4
b, JEBIPE Y 22 S B OR . X I Y — 2, T
PARHRHE R AR B9 A A ) B PRl AR 0
3.4 Baseline

AR SC TG B A0 B TR A R B 2 B
f) Baseline j& Tf-idf  TextTank ,Maui ** RNN'"
CopyRNN''  CovRNN"""_ Tf-idf, TextTank & F
JG W B # A, Maui . RNN , CopyRNN | CovRNN J&F
W E B TE-idf | TextTank J& 3 F 4031 (19 J5 ik,
FUBE X A 26 5% B 1) 1 U BOR A hy Xk SCA 1Y T %2
P, TR AR SO N 80 T SR L B R AR
BAR H PR B 56 B % 35 . Maui, RNN | CopyRNN I
CovRNN J& A= L5 ¥, AT LU 2 SCAS B R SCfE R o
3.5 ZWHER

K3 ~KS R TAEET HE MR 3 D
AN T B9 AN [F] Baseline #5870 55 7 SO R 7 A
) B N RO 25 2R . AR Rl DU AR SR
) ADGCN H58 U5 AR 5CPE F A5 R L Ty 1o AR AL T B
A 11t) Baseline,

%3 H4iEEFT Baseline £ 2 f1 A T # 8 §Y

ST EETMLEER
Table 3 Comparison of three measurement evaluation of

Baseline model and proposed model under life topic

s FH R A EPsy s BT LS
Tf-idf 6.75 5.70 8.03 6.83
TextTank 6.31 4.75 8.22 6.43
Maui 5.27 4.09 7.82 5.73
RNN 5.38 3.46 7.93 5.59
CopyRNN 6.52 5.21 8.04 6.59
CovRNN 6.56 5.24 8.09 6.63
ADGCN 8.13 6.21 7.53 7.29
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Table 4 Comparison of three measurement evaluation of

Baseline model and proposed model under education topic

LAY AR 5 R M A
TI-idf 5.01 4.01 7.17 5.40
TextTank 4.93 4.47 7.34 5.58
Maui 4.31 4.39 5.35 4.68
RNN 4.05 4.60 5.67 4.77
CopyRNN 5.31 4.95 6.26 5.51
CovRNN 5.27 5.02 6.24 5.51
ADGCN 7.91 6.33 6. 14 6.79
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Table 5 Comparison of three measurement evaluation of

Baseline model and proposed model under health topic

B AR AR BT ESES
Tf-idf 4.65 4.51 6.95 5.37
TextTank 4.74 4.53 7.04 5.44
Maui 3.43 4.57 4.94 4.31
RNN 2.51 5.08 5.26 4.28
CopyRNN 4.87 5.39 5.31 5.19
CovRNN 4.85 5.47 5.43 5.25
ADGCN 6.97 6.36 5.09 6.14

1) MKk 5P A HAl Baseline BEAIAT HL,
AR SCBE R AR S T3 TR AT 1 B i . X it
A SC T 2 Hh B 25 1 R 3 e 47 1) 2 >0 A R T DL B
A R AR OM AR 15 SCAR U G 1 G HiE 1] o AE
18 B A A A 34 AU, 401 # HappeningNow | ) 3¢ 4>
] F“The protesters in Rochester NY are ‘shutting
down restaurants’ , tables are broken, people run-
ning off sco /ﬂ%%lﬁ%ﬂﬂgjﬂ%'@mﬁﬁ,ﬁ
R B ) 1 AR, X R B G ™ R W) 1 O R )
AL 73 H o 7E Baseline BEZY f TE-idf Hudt 1
B B EE R X Ul WX 5 3 AR 5GP N I 1Y
) R OO B A I AR AR AR BRSO T,
BTGBy J5 ik Al LA B 5 SO UM 56 1
o MAEREARCR BRSO, kS s,
G TR A I A B R A 4550 T o A R
T R] LA Y SCAS oA A7 A8 B T 4 R B G i R
KM

2) AR, WEERBATLUE T, B & FEA KL
b SRR A S R BRI k. S A
HAth Baseline #5281 AH L, A SCHE A 7R (5 B & 07 1A
WA TR AR R SRR R —E R
AR, MR R R, HE R R . H2
YA R I 2 B R W1 OO, 1R A i B
EAUT  RNN B G5 5 A0 G M B R BLIE [



%52

EK G, 5 B R SCA 56 B R A= R R 205

MIRFR o PR TR R TR T R A AR 30
R 22, SCAS F2 B AT AN DG JE 2 ) A5 Y 335 ol — 7
M sl . AR AT LA Y, 56 T 18] A A 28 a] LA
FASCA S AR SCA NG, A R ittt
3) EHE. TSIk NESCRE
BT & Bk 2 Bl RS . L, 4R
s s B T ST RO Y 3% B o 2 v T
AR o RS A TR AR B OB 4
T VAR U AR5 w3t 19 B 4 DB - DL 4% X A 44
AN BE B i TR, B ST L T ST R
— NS o QAR i S RO [ 3R] Y ] R,
RN T B o (E, A SORE DN I A A2 4 AL A
AR XA R — 25 F i U iy [, DAY A
B 5% T A R GZ Y, U Railway Speak
Up (BRI R R BL) o 31X — 1]t 2 b 0 o i ke
i 1] 2 — ¢
% 6 &R | Baseline 154 5 A 35 A AR

KP20k $#ii 4k By PR AL F, (HEXTHEE R &
LA B 41 [o] AR L B, X 3R WA B AR 2
IEREAS TR 15 5% 1) b 45, 30 0 B8040 6 R A 1 Jo
A K b, R b 3R B B )T )
R MR L3l . KP20k Hdfi 4 rf i bn 4 K
TR SCAS AN AEAE Y, R I, 0 48 T 70 B 4
PERORE B T E Ao X AR OB R U, BT AR A B
AR E R )Y IR AL BRI T B R 4
H A SO ADGCN AP B T 5 4 ) 4%

% 6 KP20k #1325 I Baseline R F1 A XA K

BWE . BEEMF, EFHLEER
Table 6 Comparison of precision, recall and F,

evaluation of Baseline model and proposed

model on KP20k dataset

o P R Fi
Tf-idf 0.413 0.052 0.093
TextTank 0.309 0.054 0.092
Maui 0.564 0.125 0.205
RNN 0.581 0.126 0.208
CopyRNN 0.652 0.213 0.321
CovRNN 0.683 0.220 0.333
ADGCN 0.735 0.327 0.453
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Table 7 Ablation of ADGCN model

T P R F,
ADGCN 0.735 0.327  0.453
KB 2 0.603 0.329  0.426
EKBRERZ 0.667 0.299  0.413
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LB E R 0.682 0.326  0.441
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Fig.4 Comparison of F, values of different models under

different data scales
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Adaptive short text keyword generation model

WANG Yongjian, SUN Yaru, YANG Ying~

(The Third Research Institute of Ministry of Public Security, Shanghai 201204, China)

Abstract: Keyword extraction has a great impact on text processing, and the accuracy and fluency of key-
word recognition are the keys to the task. In order to effectively solve the problems such as inaccurate word di-
vision, mismatch between keywords and text topics, and multi-language mixing in the process of keyword ex-
traction from short text, we propose an adaptive short text keyword generation model based on graph convolu-
tional neural network ( ADGCN). First, the model uses graph neural network as the coding framework of text
information feature extraction to solve the problem of irregular short text structure and the existence of complex
information between words. Then, according to the location features and context features of words, the self at-
tention mechanism is combined to capture rich context dependent information. Finally, a linear decoding
scheme is used to generate interpretable keywords. We collect and publish a tag dataset TH from social media
platform, including text and topic tags. We evaluate and analyze the relevance, information and coherence of
the model results from the perspective of user needs. The model can not only generate keywords that meet the
topic of short text, but also effectively alleviate the impact of data disturbance on the model. It is proved that
the model performs well on the public dataset KP20k and has good portability.

Keywords: keyword extraction; keyword generation; graph neural network ; attention mechanism; topic

model
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Fig. 1  GraphDIVA path feature generation process

TEAH T 46 B 22 1 4% (CNN) 77 11 52 JBURFAE
Z AT, SCffi 1] GraphSAGE $3k %) 44 v 1) 4> 52
PRFE LR AT [5 € $ s 9 80 H 5 8O0 &, B
MaxPooling & W % >R A B i 4k A In] i 17T R &,
BRI S5 R R IR IER R o TEANTT R
W
AGGREGATE(v) = max( {a’(prl[rui;eui] +b,.),

Vu, e N(v) i) (1)
f(v) =W, .., AGGREGATE (v) +
Wolr ;e ] +b,, (2)

R [r, e, R B T b S — A 19 56 R AT it
SR T N (o) DB 55 P K BB
PRI [, se,, ] F7R 5 I 10 52 T 40 42
F S P 15 HE B 2R AT T 1 (o) e 2 1 A
0 2 P — 2 AR 1 B

S5 2 77 () B 2 4 1 B 2 o 10 5 A
A 1oy R R

! |GraphSAGE
| BreAsE
.

SN KEFY |

i
%
B
1t
i3
A
E=A
12:4

&1 2 GraphDIVA Bg4% i BRAS H 25 4

Fig.2  GraphDIVA path reasoning module structure
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(user, , create, blog, ) (6)
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P ruser F7s F P s blog R 3L,

T, BN 2 Al P AR A B B Y
SO =0 905, ST H B e Tl SO A ) i
TS =08 .
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AR =S IN T FR
(user, , create ,comment, ) (8)
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A keyword 7R T SCHY SCHE T

Xof T SC A A A R N G R B 1% 1
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o tag FRARTESCHIARSE
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x1 HEHESIT
Table 1 Data quantity statistics

eyl B/ %
L 5'S 712 577
Wit 388 689
il 709 603
i R 2% 32 549
PSsian 74

®2 HBXRREFIT
Table 2 Blog post forwarding quantity statistics

KW Bt/ %
Hekith o 651 502
B R KT 0 /T 1000 56 547
B &K T E% T 1000,/ F 10 000 3275
# % R F % F 10 000,/ F 50 000 1 006
B S8R T 84 T 50 000, /) F 200 000 201
i B F 545 T 200 000 46
PN Y& 1 304 609
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PEAC K B 3 AR DL S B o bR 45
B B o3 A RO AR 6 BT o B IR BUHE 14 0 A1
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x 8RN
x3 HEXEEMAEIT
Table 3 Statistics of propagation status of blog posts

e A 98 173
B % 614 404

x4 BEXEIRZRIT
Table 4 Blog post hashtag statistics

TR AR SR 96 209
V- 49 17 R 45 R 1.66
5 KA R % ik 24

5 TFRBESIT
Table 5 Statistics of the amount of likes

e it/ %
RO 197 794
R T 0 /NT 1000 183 092
BB R TR T 1000, /MF 5 000 6 108
SRR TFE ST 5 000, /M F 20 000 1438
B R OR T % T 20 000, /8T 100 000 252
FUE R T B4 T 100 000 5
xR R 416 050

F6 EEMERIERIT
Table 6 Hashtag data statistics

FA B/ 5%
R 1 23 142
IR BT 1,78 F 20 8 424
IR BOR T 85 T 20,/ T 50 580
HIECR T 8% T 50,/ F 200 301
PR BOR T 84 T 200, /8T 1000 66
HH R BOR F 805 F 1 000 11
R H BB 5 863

RT RBRHIDRB ST

Table 7 Statistics of keyword occurrence times

KA Bt/ %
HBRECR T 1, /0 F 100 4
LR BOR T 855 T 100, /T 400 23
B BOR F 5% F 400, /M F 1000 23
R BOR T 85 F 1 000, /85 4 000 18
B BOR T 5% T 4 000 6
ORI/ € 17 845
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JEha ALk S A, AT L 5 g0 ST AR SRR AL 4 A 200 26
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®8 HEBEEBRESIT
Table 8 Statistics of public opinion propagation depth

Al B/ % SR BR K
T e e W SO 66 899 0
B B VRN 1 27 267 343 720
e RUREE N 2 2473 150 780
HRIRERN 3 540 74 564
B B VRl 4 141 28 389
YRR R S 71 21 148
HRIRBE N 6 33 11 698
RN T 17 6 040
ORI 8 4 925
RN 9 8 6 127
5 RUREER 10 3 2113
BRI 21 1 154
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Fig.3 Example of basic pattern of Weibo public opinion

information propagation
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Table 9 Sample distribution status

B3l B A BRI/ A
NS 4534 9 441
W 1538 3120
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A SCHE A A% 476 T 3% 1) ik A 1) I P T
Fast-TransX'*' 75 H &1 14 TransE 52 ¥, i H 1%
Wi C+ + %5, [RIF, NI Z T8 B0 2 L i
Tt AT oA, 1B 17 I 2 b I D 9 N Ao Fast-
TransE i 545 i 5 2 BN & 10 fros . £ . em-
bedding _size 3K 7R~ i ¢ 1 ik A 0] 12 98 FE
nbatches 7R B} & 1% 18 (19 it %4 & ; threads 3%/ 42
JICISS {6 019 25 2 55 epochs 3R 35 AR IR KK alpha
PR AR N A ) R

DIVA #5455 GraphDIVA #5757 47 4 4k 45
M AT 55 VN Rt B9 RERE 5 2 Hn 3 11 Fik 12
Fi7s o

&R 10 Fast-TransE £ #§
Table 10 Fast-TransE parameters

25 Bl
embedding_size 100
nbatches 1
threads 8
epochs 1 000
alpha 0.001

x11 FEHEEXSWTNESH
Table 11 Propagation pattern analysis

network parameters

SR iLlE
finder_Istm_width 200
finder_mlp_width 200
reasoner_cnn_filter_size 64
reasoner_aggregate_width 200
reasoner_aggregate_neighbors 25
reasoner_lstm_width 200
reasoner_mlp_width 200

x12 EHEEXSWINESH
Table 12 Propagation pattern analysis

training parameters

28 Bl
guided _learn_rate 0.001
guided _max_epoch 25
guided _stop_growth 0.007 5
guided_max_path_width 5
unified_max_epoch 20
unified_posterior_learn_rate 0.01
unified_likelihood _learn_rate 0.000 25
unified_prior_learn_rate 0.001
unified_max_path_width 10
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Fig.4 100 sample test results of public opinion propagation
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Fig.5 25 sample test results of public opinion propagation

pattern classification
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Abstract; With the rapid development of online social media, the analysis of the dissemination mode of
public opinion information has become a research hotspot. Aiming at the problem of low classification accuracy
of small sample data multi-path generation in the classification task of the network public opinion spreading
pattern , the definition of the knowledge graph structure in the field of public opinion dissemination is proposed,
builds a public opinion dissemination knowledge graph and public opinion dissemination analysis task data set
based on Weibo data, uses the GraphDIVA model to classify public opinion propagation patterns, and con-
ducts a 25-sample test experiment of public opinion propagation pattern classification in the self-built data set.
The results show that, after 20 rounds of training, the classification accuracy rate of the model has increased
from 76% to 89.4% . It can be seen that the GraphDIVA model has a better effect in reducing the number of
training and improving the classification accuracy rate.
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Table 3 Test case data
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Table 4 Test sample size and coverage rate for multiple schemes
FEA R RIS 352 4%/ %
B — -
WIRREA SCHRI3 I HR SCHR[IS] R AU R WIGHEA  SCIR(3T PR XS] R AUr £
mspaint 10 000 4198 6 158 3 684 37,0 37,58 37,38 37,63
pdfium 10 000 4517 7 141 5 804 25,0 25,54 25,28 25,41
VLC Player 10 000 3759 4106 3 406 29,0 29,62 29,58 29,65
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Fuzzing testing sample set optimization scheme based on
heuristic genetic algorithm
WANG Zhihua® , WANG Haofan, CHENG Manman

(School of Cyberspace Security, Zhengzhou University, Zhengzhou 450002, China)

Abstract: As the most effective method of vulnerability mining at present, fuzzy testing not only is more
capable of dealing with complex programs than other vulnerability mining techniques, but also has strong scal-
ability. In the fuzzy testing with a large number of data, the input sample set has the problems of low quality,
high redundancy and weak availability. Therefore, we study the input sample set of fuzzy testing, and propose
a heuristic genetic algorithm. With the help of the 0-1 matrix, the execution path of the sample is selected and
compressed through the heuristic genetic algorithm, so as to obtain the smallest sample set that takes into ac-
count the sample quality after optimization, thereby speeding up the efficiency of fuzzy testing. The experimen-
tal results show that, without loss, the fuzzy testing time after the sample set is simplified is reduced by 22%
compared with that before the sample set is simplified, and the compression rate is increased by about 40%
compared with the traditional scheme.
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Fig.1 Framework of low redundancy feature selection method for Android malware detection
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1] ZIa),

SRJG T N B (Fitness ) , A ZCINF
C;R (7)
Koy, (D) NTERRIE T4 R L UNSRH 5y 25 2%
F 3 205 B 5 | R| W e 8 1 A0 306 3 1 A5 1iE 1 4
L R AE BB E 5 | C | TR I R AE 48 A vh AR AE
FE s o F1 B 43 A FH SR R TT 4 JEORG B RN R A 5K
HEENSE, o WERMEHN0,1), B=1-a, f£
FH o BAEHR 0.8,8 HEH 0.2,

LUK, R 4 B (8) 64T H 3T

Fitness = ay, (D) + 8

1 r<11_
X, = te (8)
0 r= 17
1 +e™

Ao ar g T (0, 1) X (A 9 — A B AL KL 0, Dok
T JE RN

o, BEAE IR AR . YRR R R AL T 4R
TE 53 S a8 H 1 G 00 o4 B 3R 32K B B (L IR DU 4 1, 7R
YU 244 252 0 AT R I T 5

2 RIS

2.1 ERFEEH
S FF PR {4 Y VR 1 26 3 TR, €245 Python
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1 Anaconda, 73 1] 1 ¢ $1 {3 A A 1 55 3 552 A0 £5
MEAUR S5 o S 58 Br 1R 8 N & 4 B, i
Mac T3 ALK 4 5 AU RLE TR Y o

R3 IBRARGHRER

Table 3 Software resources used in experiment

A2 H I
Python 3.7.3 https: // www. python. org/ ( JF )

Anaconda 4.3.3 https: // www. anaconda. com/ ( JT-J§)

®4 ZBHAFAEHER

Table 4 Hardware resources used in experiment

2 i il B
SIS Mac
BIERG MacOS High Sierra

W% 3.1 GHz Intel Core i5 AbFE#E .8 GB 2 133 MHz N 17

2.2 ¥MAE

P vER 2R (Accuracy ) K i 28 ( Precision) |
] 3 (Recall) #1 F, {EAFE g 52500 46 45, TH 52
K.

Precision = S (9)
tp + fp
Recall = tp (10)
tp + fn

F, =2 Precision + Recall (11)

Precision + Recall

tp + tn
Ace = 12
conracy tp + tn + fp + fn (12)

A tp O A T P 5 RS D B R S B
9 R B A L A A N ) R AR B 5 fp Dy RPE R
PRI A S TR A A B s o O R R
BRI g RAE B R AS B
2.3 WNEENITMLE
2.3.1 SR FHIER

AN H B AW A SOMETEA R % B
P e BRI PEBE SR B, AMD il DREBIN 23 JF
00 A O S R DR e RO AN AR 5 B

x5 HIEEHR
Table 5 Description of dataset

Haede  BAFSSCE CBREMEECE RO 20
DREBIN 11 120 5560 5 560 2
AMD 49 300 24 650 24 650 2

%5 i AMD B IR 4E LS T 2010—2016 4F

[F] 1 24 650 A8 B A F AR AR S 24 650 > B PR FE
DR T 135 BRI ERL T A
WA F . DREBIN ¥dls 5615 1 2010 4¢
8 HZE 2012 4£ 10 H Y 5 560 4~ 3% & 4Kk 1 Fn
5560 SRR, BT E AL TR B

1RV Th RE 22 18] (B0 3 B P A
I B REAR
2.3.2 SRR

B, 4% DREBIN %d 4 ' 19 80% $ 4 1 ok
IR ,20% BRI AE IR 4

SRIG MR 2548 B 6 4B TR0 A 3 1 B8
JoHh, Mann-Whitney #5: % 45 46 % 5 35 19 B i o K
0.05, ML L3R HE A B BREL T, JAE K 0.2, 51
WL L 236 L 051 22 5 000 B Ty BRAE R 0.5, B
ARSI o BUME R 0.8, 8 B A 0.2, fin ik
K+ e #0.5,¢, #0.5,

HOR G TEINGREETS 20 500 ) L e 5 A e
A i YN 2506 13 42 T 55 (GBDT) ' &
Ji 42 T 15 (AdaBoost) | 25 J2 i 28 ) 4% B 3k
(MLP) "™ 3845 [l )45 1 (LR) W™ | D0 47 9%
(NB) "' FREHLARAR T Sk . Hob BEHL AR bR
bR KR S 100, 45 A4S D 5 I A BIL 2 B 1 4
% H A 241,

B Je , ZEMREE T, 20 51 ) FH 06 e 0 5 i e
PORRAE T2 T3 R B 0 M R RS B0 2R 3 Jml
KN F, H, 5445 8] Android S 75 4 1R K6 I 41 WL
B 2 18] i R A0 32 56 07 o 1 S B 4

AMD % R L Ed R
2.3.3 ZIB&EXR

DL AMD 4 4 g 1), {8 35 A A1 0 EL R
) 8 47 0 32 456 7 3 1 4% ¢ 0 B2 Sl 294 114 B A1t 4 AiE
TAE U 6 IR . A I BE 0 R AG S8 0 45
T R 8 iR,

x6 AMD HiREWMRMFMEFE
Table 6 Optimal feature subset of AMD dataset

FrfiesRsy  #H FEAE (AMD % dfa 4 )

ACCESS_NETWORK_STATE
ACCESS_WIFI_STATE
R ALRR 14 BROADCAST_STICKY
CAMERA

GET_TASKS

android/ net/wifi/ WifiManager ; enableNetwork

APT 262  android/net/wifi/WifiManager ; setWifiEnabled

Dex Class Loader

android. intent. action. ACTION_SHUTDOWN
android. intent. action. AIRPLANE_MODE
21 1) 38 {5 android. intent. action. BOOT_COMPLETED
Intent android. intent. action. MEDIA_MOUNTED
android. intent. action. SEARCH
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R7T BEXFEIHLER(AMD HIELE)
Table 7 Experimental results of feature selection (AMD dataset)
. SR FRAE 4R (689 4 ) T ARAFIESR (294 4E)
ik Accuracy/ % Precision/% Recall/ % F, Accuracy/ % Precision/% Recall/ % F,
GBDT 95.0 94.9 95.2 0.950 95.6 96.2 95.1 0.956
MLP 96.0 96.1 96.1 0.961 96.4 96.0 97.4 0.970
LR 92.9 90.2 95.5 0.927 94.6 95.2 95.2 0.947
AdaBoost 93.2 92.3 94.2 0.932 93.8 94.3 93.5 0.939
NB 86.4 85.3 87.5 0. 864 85.0 94.5 88.9 0.864
RF 97.6 96.7 98.5 0.974 98.2 98.1 98.4 0.983
£ ERERBER (DREBIN HEHE)
Table 8 Experimental results of feature selection ( DREBIN dataset)
. AR FRAE 4R (689 ) LR AR 4R (295 4E)
e Accuracy/%  Precision/% Recall/% F, Accuracy/%  Precision/% Recall/% F,
GBDT 96.8 90.4 94.3 0.924 96.9 92.0 94.5 0.935
MLP 97.0 93.3 92.7 0.930 98.4 95.0 94.0 0.944
LR 96.3 88.8 93.3 0.924 96. 1 89.0 93.1 0.924
AdaBoost 96.0 90.0 91.3 0.903 96.8 89.9 92.2 0.916
NB 94.6 82.1 91.4 0. 865 95.3 86.7 91.9 0.871
RF 98.1 93.2 98.2 0.956 98.9 94.9 98.9 0.967
2.4 FLLAHRR 9 BIEEESERRER L
2.4.1 SEHBWFKIER Table 9 Comparison of experimental results among
51 S0 AT LG 5T 4R H4 16 9100 12 6] feature selection methods
C[%‘: ﬁEﬁﬁ T%ﬁzf 5 /ﬁ\:{m ff% ﬁE:}i T%jj‘]fﬁ Android /‘ILJ_% J7 ik FFAE KA Accuracy/% Precision/% Recall/% — F),
TR PER T 3 E RO PERE 22 57 . DREBIN A40F  CHLIST 3o 005060973 0.067
O o S5 B BRI JLTR A A R S BT FRLIST 398 %64 964 969 0.967
.42 apitAEde A LHR[20] 400 97.0 96. 8 97.3  0.971
THk[21] 314 96. 4 96.4 96.8  0.966
F 6,85 DREBIN U v ) 80% BN i) 220 o6 97.0 974 0.962
YN ZR4E ,20% BYELIEAE F R 4 . Krgis 294 98.2 98.1 98.4  0.983

SRIG , RV 2R 88 2 5 B R A 38 1 S 80
Horp, Mann-Whitney 46 56 7 46 TR B A9 (4 o R
0.05, ZF A L 2R LA 1) B T, oo BUE M 0.5, 51
WL R A1) 22 5 0 BB T perenee BUEL R 0.5, 0 F
BEOLALSA T o BUE N 0.8, BUE N 0.2, i 3
HF e, }0.5,¢, #0.5,

WG ENGET , 45 50 A Sk [ 18-22 ]
LR ROy R 25 W L3 VAR AE T B Lt A%
ALY RIS IO U] 8 1 e B 9, 5 AR S T TR
YR FRAE B JEAT 45 IF 2k 98 I I 25 Bt AL AR AR 43 2R 28
Hor, Bt AL AR ARG 2 R 0 B 100, 44 ok
B Bt AL 32 2% A SRR AE AR H R 241

e AR AT, 43 50 R Sk [18-22 ]
(7 355 , 5 A SC Ty 0 36 R H R A0E I 003X I L 2R AR
Oy AR UER R KSR G BRA P, A4S
FI| Android I 2 B AR I AP WL L 2R ) B 4 AIF & ¢
ITEXT L R 45 1 .

2.4.3 ZHHR
X AT AT SIS 4 SR AN 9 BN

3 LWHERWIE

18 A B AL R AE T 2 1, 0 00 L 238 11 Rl o A1
e T7 5 ] LAB o AR AR AR fid 22 A9 45 A, [ I
B AN AR SRR AL B TU AR I DA 5 3 45 AE 4 b i B3k o
M 6 0T LLF Y, Android 3% 2 #0450 i T
L5 SMS RLAEFH S A ARAE , 3 2R RFAE AL 1E % BT
JIr {5 FH B AR B AIG, ) B Dex Class Loader 45 7
Android IEH N BT (8 A9 M0 5 0t iy Tl
BRI R . X — B R R W], Android
TF RN A R M I 3 S #0X — $ORX H 2
A% DA AT R A, R B I N B3 34 n] DL s
ZHARX B O R AE AT S AR

TR N BE J7 VAL 5256 b, AR SCO7 A RE 6 32 0
IR TTIE RN AR o H AR S5 1 B B 73 2607
WEJE R (WA T) 78 AMD Hdls £ v il o S Al 3
RI7HE BRI R A B 3R T, A GBDT J5 ik
BEAT B BRI, RS B RO 94. 9% R T =
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96.2% , LR J7 1 [ K5 #1 = N 90. 2% I+ &=
95.2% ,MLP Jy i 43 [m 2 F0 F, (E 58T T
0.01,AdaBoost J5 % NB J7 i S HEH 5 R 1 40
AAFFERSEF . &8 Box, # DREBIN %4
b T S Ak 43 2 05 VA R DU SOCR A BT AR T L a0
] RF J7 34T Android S S 846, HoOKS i
HIN93.2% $ET+ 5 94. 9% , HoAth Jr 1% 9 HE R
K i 22 S5 PEAN 48 AR 75 SR AT R AR 1 505 #0A A [A) 72
JEMARTE o AR SOy RE S B0 [R) 28 FRAE A6 FRAE 45
] A BE RS, AN By ik L5, RE A8 UE A A T Android
R B, A SO IR RR S B T A R BE Y
R R

FEXT HG 43 BT 52 30 v, A8 SO A T A T L
Tk S5 WOR, 0TI R W 0 R AR B
204 WERG R K 98. 2% , 73 5] % B il 2% Ky 98. 4% |
KR 0 98.1% ,F, {f} 0.983  FREH /> T 4
Fir (5 B0 6 b5 vk HERR 2 RS R A [l A
FOE¥ETHAL S Fioxd b sk, %oy kit 4y
B IR) A AE A0 58 43 AT A 22 1 R A, it Ak IR 22 2 B
FVRRAE H B8 2 DL 50 B AR i 22 R ARRAE |, O 45
B R L PR A RACR B R IE T M LT
LAl ) FH AR AIE 5540 00 445 SR AH OC O6 R Y X B O ik
(RKE 30 7 25 B 3% 380 0 Re AE 1 B 3t % 3R 1k
FOCIEBIN ) | HAT 047 1 RRAE SE RR AR . BRI,
A ST BT HoA X e 7 i o

4% ®

ARSCE X BUA 19 Android S5 78 BCPF A T A5 Ak
PR 7 5 228 W W A A 2 8] 1% 351 5 70 A7 15 0, X [+
g HH B A T AR R R AR AP Y A R R T
T EURFIE TU A PR B9 1 1R) AL, 42— A Android
A T ARG D SD UL L 3R 1] R AR AL 8 4% U vk

1) %75 i M A Mann-Whitney £ 50 77 1% 3% £
HH A A TR AR R R A v A AR AR 3 A i 2 )
R, 3 2 S L B < 18] B 59 0% i A d 22 e B2 R4
A B R 50 55 40K D 22 018 A 9 o AR 0308 T 114
R, M FRE T~ 30 D0 1 50 AR 90 52 s S 0 2000 A
Bl ARARAL T4, FEAR T Android % 78 B 1 FH AL
R TCARE

2) f#i ] DREBIN 2 JF 848 5 1 AMD 22 JF %%
I 4R FE AT 4 A 8 1 BE 7 VAl S 56 AN L S5, 52
BAR TR fE AMD Hdla g B EFE T 294 44
fiE, HEATRAIE PR 6 Fh 73 S48 0 K 0 E Afy R 2 755
T 1% ~5% , B HEA I i <y 98. 2% 5 7 DRE-
BIN 4% 4 [ vk 5t 1 295 4EFRAE , JF 17 55 4F i
)5 K B BIL AR AR 23 28 4% 00 8 I RS 1 R 4R T

1.7% o 5 5 FRFAE E#E T 30 L, HAT A 9
AIERSCHE | FL A ey 0 0 R RS B R LA Tl R (O
AR F, e 32 O 7R 3CT7 3k AT DL 2o
S8 BE PR AT HE M T7 3% 25 5 (9 A TR AL ] I 25 B
FoAt 735 M CAR AL, BEAR T RFAE AT AT, 42
0 T G I AR S0 4% T vk A AR

WFFE T AR a8 AT RLHE— 252 38 i A Apk SCHF
S I B0 B e AE 28 BY AN ECRE , AT 42 71 Android
BRI RE T, S B Android R 48 AT P
AT AT ) % A B
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Low redundancy feature selection method for Android malware detection

HAO Jingwei', PAN Limin', LI Rui', YANG Peng” ", LUO Senlin'

(1. School of Information and Electronics, Beijing Institute of Technology, Beijing 100081, China;

2. National Computer Network Emergency Response Technical Team/Coordination Center of China, Beijing 100029, China)

Abstract: A low redundancy feature selection method for Android malware detection is proposed to solve
the problem of feature redundancy caused by excessive attention to features with the same frequency distribu-
tion between classes. First, the method selects features with frequency distribution bias by Mann-Whitney test,
and then quantifies the degree of bias and feature appearance frequency by the appearance ratio interval algo-
rithm to reject features with low bias and low use frequency in the overall software. Finally, the particle swarm
optimization algorithm is combined with model detection effect to obtain the optimal feature subset. Experi-
ments were conducted using public datasets DREBIN and AMD. The experimental results show that 294-di-
mensional features were selected on the AMD dataset, and the detection accuracy of the six classifiers is im-
proved by 1% -5% , 295-dimensional features were selected on the DREBIN dataset less than 4 comparison
methods, and the detection accuracy of the six classifiers is improved by 1.7% —-5% . The experimental re-
sults illustrate that the proposed method can reduce the redundancy of features in Android malware detection
and improve the malware detection accuracy.

Keywords: Android malware detection; feature selection; Mann-Whitney test; particle swarm optimiza-

tion algorithm ; appearance ratio interval algorithm
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Fig. 1 Confusion matrix of algorithm in Ref. [ 15]
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Table 3 Classification results of algorithm

in Ref. [15]
e R/ % BER/ % F) 135
Amazon Echo 44 69 0.54
Android Phone 1 0 0 0
Android Phone 2 0 0 0
Belkin Wemo switch 42 37 0.39
Belkin wemo motion sensor 43 51 0.47
Dropcam 66 100 0.79
HP Printer 98 44 0.61
Insteon Camera 1 58 94 0.72
Laptop 0 0 0
LiFX Smart Bulb 0 0 0
MacBook 1 12 0.01
NEST Protect smoke alarm 0 0 0
Nest Dropcam 0 0 0
Netatmo Welcome 24 12 0.16
Netatmo weather station 100 5 0.09
Samsung Galaxy Tab 0 0 0
Samsung SmartCam 55 50 0.52
Smart Things 91 47 0.62
TP-Link Day Night Cloud camera 0 0 0
TP-Link Smart plug 0 0 0
Triby Speaker 65 0 0.01
Withings Aura smart sleep sensor 62 68 0.65
Withings Smart Baby Monitor 33 74 0.45
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Table 4 Classification results of proposed algorithm

S W /% BIEH/ % Fy 53
Amazon Echo 69 84 0.76
Belkin Wemo switch 60 58 0.59
Belkin wemo motion sensor 63 29 0.4
Dropcam 100 99 1
HP Printer 86 66 0.75
Insteon Camera 1 87 99 0.92
LiFX Smart Bulb 97 41 0.57
NEST Protect smoke alarm 0 0 0
Nest Dropcam 0 0 0
Netatmo Welcome 64 61 0.62
Netatmo weather station 98 86 0.91
PIX-STAR Photo-frame 0 0 0
Samsung SmartCam 58 92 0.71
Smart Things 97 86 0.91
TP-Link Day Night Cloud camera 0 0 0
TP-Link Smart plug 0 0 0
Triby Speaker 89 43 0.59
Withings Aura smart sleep sensor 91 72 0.81
Withings Smart Baby Monitor 60 91 0.73
Withings Smart scale 0 0 0
iHome 100 9 0.16
non-I0T 89 53 0.66
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Fig.2 Confusion matrix of proposed algorithm
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Traffic classification algorithm of Internet of things devices
based on random forest

LI Ruiguang'”>, DUAN Pengyu', SHEN Meng', ZHU Liehuang' "

(1. School of Cyberspace Science and Technology, Beijing Institute of Technology, Beijing 100081, China;

2. National Computer Network Emergency Response Technical Team/Coordination Center of China, Beijing 100029, China)

Abstract: The traffic classification of Internet of things (IoT) devices is very important to the manage-
ment of cyberspace assets. The classification technology based on statistical identification is a hot spot in cur-
rent academic research. The previous algorithms were mainly based on the flow information to set up the fea-
ture vectors, but lesson the packet information. In this paper, we improve the traffic classification algorithm of
IoT devices based on random forest. We set up the feature vectors with both the flow information and the flow’s
packet information. The experimental results show that, compared with previous algorithms, the classification
accuracy of the proposed algorithm increases from 56% to 82% , the recall rate improves from 47% to 67% ,
the F| score increases from 0.43 to 0.74, and the confusion matrix correlation is also significantly improved.
As a result, the proposed algorithm has a better classification effect than previous ones.

Keywords: Internet of things (IoT) ; traffic classification algorithm; random forest; feature vector; flow

information; packet information
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Fig. 1 Schematic diagram of sample analysis and processing
2.1 ®Z& CPUZRNMSH
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Table 1 Distribution of CPU framework of
157 911 malwares

CPU 224y FEAA %L it/ %
ARM 45 663 28.9
MIPS 28 569 18.1
X86 16 956 10.7
MC68000 11 576 7.3
PowerPC 10 202 6.5
SuperH SH 9 793 6.2
Sparc 7703 4.9
X86-64 5210 3.3
Htte 22239 14.1

FEZS P A PO 48 3] 58 & 1 At W R E BT
02 KRB A S5 BT 1 — A He A H g
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PR AN 5[] 81, SR T %o 0 R 1 A7 B 8 MOk
AR —TUA 5 1 TAE. Windows - & T ) PE
FEAH Android V-5 F i) APK FEA  d1 F & JE I}
A, A7 7645 Bl & BE 0 in 72 0 =2, 187 X 40
EHwE L, MKMTG TR ELF B4, X0
A L B BT ) A X B, LR A AN TR, H i
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Table 2 Packers of IoT malware

e A HEARAEL it/ %
UPX 75 fif 41 026 26.0
¥ UPX3.94 15 373 9.7
ki UPX3.95 2148 1.4
HoAth UPX FrifEhR A< 623 0.40
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17215 55 o et ar 10 A 5 2 00 I i, T 1%
3 fros.
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Table 3 Statistics of top 10 vulnerability exploited

in malware

T 7 AR g RIAEAAEL
CVE-2017-17215 45 HG532 5% F % 4% 18 025
CVE-2014-8361 fii ] Realtek SDK 45514 3 7108
CVE-2017-6884 Zyxel 5 JH % H 48 6 945
Redis 77 4 17 B % Redis iS5 1% 45 5433
CVE-2018-10561 GPON [t 2 2 369
JAWS iy & AT VPower DVR 4 1 804
Vacron iy & AT Vacron NVR % %% 1534
Linksys it & #47  Linksys R 51 # H 4% 1281
Dlink £ 4 P /7 Dlink Z %1 4% %8 1250
Netgear fiy 2 $0 4T Netgear 2 1) [ i #5 837

~[366
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K2 BT 2 AT Mozi BEAS 1 28 58 4544, 43 5]
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B2 BA MR 2R a5 .

REAS AL 6 T3 3 355 1 1 SCAF 44 R s 1 F1)H
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Fig.2 Schematic diagram of FCG of two Mozi samples
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ARHY BT A REA R, b AT R BB 2 R A B2 TG 1
1B 3 Te , B0 o QK B A OG5 B, B o vk

X HCHEAT AR T IF WA BIAR s R b o &
157 91 LAWK 3 AR A PP R AR T 12 278 4>
FEAS MM AR TR SR EAT 0 2R 50, 46 9 4
25, # 3% ARM, MIPS X86 =Fi CPU ZL#y,
F AP o RO R REA AR 2 B IR 52 O RE 1 i
S g i3 T H S U #F S RRAE S B o

Bl 4 b 0 28 ) S AR AR I RO A —
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Table 4 Labeled IoT malware dataset

251 FEARAHC  FHi CPU KR 2 51 15 W
1 241 ARM, MIPS,X86 FEchobot 3|k 4
2 123 ARM, MIPS Mozi 23|k A
3 2 676 ARM, MIPS,X86 UnHAnaA ZJ3|H:A
4 598 ARM, MIPS,X86 JoSho ZJFIH:A
5 4501 ARM, MIPS,X86 Loligang Z il K: 7%
6 2 185 ARM, MIPS,X86 Yakuza ZSIF:A
7 807 ARM, MIPS,X86 Sora ZJF#EA
8 234 ARM, MIPS,X86  Fhot Z 5l kE4
9 913 ARM, MIPS,X86 Owari Z 3| #EA
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TR A — 00 b Ak R B init_func , H R 1
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BIMEH 96.7% o, HEHL G (node, edge ) 1 5z K 3% i
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Schematic diagram of sample feature extraction and classification method
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RO R SCIF A IEAZ I S0 . BEXF R SC
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5L EJ5 AN TR AR SO — oA X 8 A HL
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Table 5 Number of instruction set commonly used in

malware with three CPU frameworks

CPU A REAR v i ) 48 4 SR Mo
ARM 179
MIPS 198
X86 195
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4.2 XARRTE
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B BOR R S PR AN AR T B 5 AR AEAE AR A
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I B CTE A AR P 41 vh (38 SCRIE R AE B, 51 A
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Fig.4 Vector characteristic learning based on text
representation learning
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(4)
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RO /N T A BIREA B A8, SEbr 3 5Pl 2
gt PRI, 3RV IR AR AN B R B AR, 48
AR R AN ERSHR MRS, 2% F,
{E, $8AR I (S) A (6) Pron . H TP FR
IEFARICIEBIREAS  FP 378 BB 3R bR 10 1Y 1E Bl A
A FN Fon PR R AR Y T BIREAS
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R_TP+FN (5)
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V& 3 FAS [F] Y RE AR AR AR g 03 282 2] Y Sk
A, A R AR R FCG B 2% 2] 2] Y 1) &
V(1) MAEAS AFCG 8] [ 2 2] 2R 1) 4V, (2) |
V, FMEEAS 1 35 B SCA 22 ) B i 1 &V, (3) A
i o AREFFAEREFE AR T A [ B REAS SR AL
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Table 6 Classification recall rate and F, value with

different features and categories

v, v, V, +V,
B3]
R/% F, R/% F, R/% F,

1 100 1.0 100 1.0 100 1.0
2 87 0.91 90 0.92 92 0.93
3 85 0.92 89 0.93 90 0.93
4 47 0.52 67 0.72 70 0.74
5 89 0.91 92 0.94 94 0.95
6 93 0.93 94 0.94 96 0.96
7 93 0.97 93 0.97 94 0.97
8 82 0.84 86 0.89 88 0.91
9 59 0.65 68 0.73 69 0.73

B 82 0.85 87 0.89 88.1 0.92
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Abstract: Recently, Internet of things (IoT) malware emerges in large numbers and attacks IoT devices

in cyberspace. However, the family characteristics of IoT malwares are not obvious due to the open-source

problem , a more fine-grained malware classification method is needed to solve the problems of advanced threat

malware discovery and attack organization tracking. To address this question, we took a large-scale analysis of
157 911 IoT malwares which have been found from May 2019 to May 2020, and labeled a dataset which in-

cludes 9 categories and 12 278 malwares. Then we proposed an loT malware classification method whose main

idea is extracting complex structure features including FCG graph and text by static reverse analysis. The

learning features using graph representation learning and text representation learning were used, and the exper-

iments on the labeled dataset show that the average recall rate is 88. 1% . Our method has been taken into

practice and works well.
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Data masking model for heterogeneous big data environment

TONG Lingling, LI Pengxiao” , DUAN Dongsheng, REN Boya, LI Yangxi

( National Computer Network Emergency Response Technical Team/Coordination Center of China, Beijing 100029, China)

Abstract: Due to the variety of data types and desensitization demand in different scenarios, traditional
data masking methods cannot meet the user privacy protection requirements in the environment of big data.
How to realize the accurate pointing and efficient desensitization of heterogeneous big data for data security,
trust and availability, has become the key in this area. In this paper, we propose a data masking model for
heterogeneous big data applications, such as texts, images, voices and databases, and four key modules are
presented in our model. First, the sensitive data automatic identification and classification in different applica-
tions are realized in different application scenarios by desensitization data preprocessing. Second, with data
pre-masking method, the data masking evaluation is implemented in five dimensions, including data availabili-
ty, data relevance, degree of privacy protection, and time and space complexity, to construct the customized
desensitization strategy. Finally, after task scheduling, the allocation and execution of the data masking tasks
are performed, and the masking data recovery can also be partially supported. Two typical data masking appli-
cations are verified and analyzed based on the proposed heterogeneous big data masking model, indicating that
effective desensitization can be achieved in different application scenarios.

Keywords : heterogeneous big data; sensitive data automatic annotation; data masking; data masking

evaluation; machine learning

Received : 2020-08-09; Accepted: 2020-09-05; Published online: 2020-11-06 14 .49
URL : kns. cnki. net/kems/detail/11.2625. V. 20201105. 1659. 005. html
Foundation items: National Natural Science Foundation of China (U1936110, U1836111)

# Corresponding author. E-mail: Ipx@ cert. org. cn



2022 4 2 H
F48 4 2]

tEMmMEMRXRKEER

Journal of Beijing University of Aeronautics and Astronautics

February 2022
Vol.48 No.2

http: // bhxb. buaa. edu. ¢n
DOI. 10.13700/j. bh. 1001-5965.2020. 0539

jbuaa@ buaa. edu. cn

ETRBRE ,.,\H%H’J?&T:ﬁﬁ%‘i:ﬂ"]

X

(1 JEtdH R S HER

& R %

TREEBE, Jbat 100044 ;

, RN

2. Jeatig e R M HRBTSEBE, LAt 1008765

3. BRI L N A BOR AL B A, db st 100029)

i B AERBAWE R GRLZLERT TERM. wAKRELNEENRS,

eIl =l e S
R R M %
#7 7 FILE .API DLL =

% (HIN) 2 7 33

MENPXER, ERTRFEARE R

BRAFENLE BB FHRRNEAL, &
L E J:ﬂd]*‘##ﬁé’]ﬁé% ZRATRERDRMNE 2%,
EXNEWA4MTE,ZE
WAL A s, R RE & MR BT B P A R R
AN, AT ARENNERN, BEIRETFTERAZARPMER, R
HERAT, AARE T ETETEAMENSEHEKL

E’JJ:TSCTG B H AR % 51

A RREEN AN ASRE L M

EEMRE HIN M EHER, 256
4 (CBOW ) #

2| % TC F AR AE

RUEHE,
x # W TERE; BREEMNLHIN); MAL#kEE; %474 (CBOW);
FESZES: TP393
STERFRAERD: A STEHE . 1001-5965(2022)02-0258-08

A RAUHE A] PUE ORI P G R AL
W2 R — R VR, B RS
T RE I S T R B R RIS R
rootkit 55 B3 £EA 19 S Ji 2 B AU 1 7 A
o e ] B SO T AU 1 72 AR R B 2 X R 2% 722
A AME BVLE AT AT A U

A AR ARSI R LAy R 1 5 20 B M B 25 03
eI R IR o B 73 Hrifs B AE VDA b s UL
LS PRas AT Al AT SO, 20 B AT 8 5 1 AT D ok
WU A5 BV A 19 8 5 4T i A AT O, B PR3
IR BB B B Hr R % B A 2 Hr i —
HEF 55 1] Ji‘ﬁXﬁW&éﬂ‘ﬁﬁ/ﬂﬁ a L Al
HR T TS A

AR S 5 A VD & LB AR A 1 B 2 AT
i, PEHCEh A5 APL 9 U5 18] 7 51 9 AT DLL 2545
SRy 5 AR R

% 2% ( heterogeneous information

network , HIN) o 1E It R A5 (19 15 1 26 ZﬂT}EEE’J‘I‘*
OUT , St BE AL A SR I, 0k B 3 A 7 YA A b
PERFAE , DA T 552 B0 0 T A A 1 G 0 1 326

e 2 — b 0L Ml 2 B X R 2 (A Sk R T
Heo 05 A o) B8 5 X R 22 1] i3k &R X RE 1Y
A1 A FR B R 2% o B rh TR SRR X 4 i
FORXTGIEIR AR o WARAE B R4 Ik 13 R 2K
TSR A TR] B ol R 2 BT T AT 22 el 2 TR i R 9l
Lo R 2 PR o 5 o £ S P 285, 5 Uk g 1)
FRAR BB 45 270 5 T 54 L I 4% A LG, S R
B RESC B HLSL AR P RZ B KR, B
R SR SRS PSS SN IOE DN PN
ARG BHEOURR BRI R G

T 5 A B 4 B I S0 0 G Y B 5k
AL R LG B D7 35 9F Al . 2011 4F Sun
%R T OCHE AR (meta path) (A, 4 TS

W5 B H7 . 2020-09-23; R HHER: 2020-12-18; W £& H KR At iE : 2021-04-27 11:10
M 2% H AR #r ik ;. kns. enki. net/kems/detail /11.2625. V. 20210426. 1819. 003. html
BESTE.: BHETE AU AT (2018YFB0803604,2018 YFB0804704) ; [H 5 B R BF ¥ 34 (U1736218) 5 b 50 8 5 K% 11 i o A Jk A<

B 55 9% & %8 4 (X20152)
* {5 1E&E. E-mail: yhb@ cert. org. cn

Sl Nk, BHL, TEA KTFRACERNEHTZEREGEN[T]. KA EMKAF#®], 2022, 48 (2) : 258- 265.
LIUY S, HOU Y R, YAN H B. Malicious code detection based on heterogeneous information network [J ]. Journal of Beijing Uni-
versity of Aeronautics and Astronautics , 2022 , 48 (2 ) : 258- 265 (in Chinese ).



%52

Xk, 45 - 22 e A 6 0 445 1 B T AR A ) 259

PO 2% 14 43T 1 B, 5 5k o R T B A b I 2 A
B B BE B R TRl E LT — 4k PathSim
F9 FEAB)JBE 2 k7 ¥, T T 78 S5 4 0 4% e 54 0 45
X4 . 2012 4F Sun 253 T U AR SR 25
Pi——PathSelClus, 515 8 W 4 — L %
(94T 55 2 46 0 B 72 B I 43 BB S M5 8 HE AT 3R
4 o PathSelClus 5 JFI7E I P HAHE— A4S/ 59 5 42 Fl
THEAEWES T (AP ES) BT HK7R R
%, PathSelClus J7 3 1] LA [ 812 > F11% B 0 # 4%
5 4 I TR ) B0, 45y 1R A L LA B
RRAE B AR S B RCR . 2014 4 Shi 45 i
0T S AR R R % v P G — A SR DB A ] 28 A
BFIR [R) 28704 15 14 A e D7 ik
Fifs B W 2 iy oo B & TE A B 1R (odd
path) , L 5k & B4 1% A X R K AF 3 #% 4% (arbitrary
path ) [ 5 . HeteSim 3 2 £ 72 6 72 48 4 9 O v
Wi 7 BB A% e e 9 S5 K B 4% (even path) |, 3X BE
2 AN, 22 [] R AE 6 PG 0 S B AR b 0 T A
2 AT, W AE 8 - 3 18 TC 18] v 6 % 42 1 3k
(2 A S AR e, 2015 4F, Cao 25T 4R T
HCLP J7 4 45 5, 22 ] 2 Fh 28 50 1) e 42 5 R i
I, 245 H 7 KB 3 0 00 AN ) 28 750 5 45 il A
S B 7 v (RM) DA 358 AR [) 26 5045 25 ) 19
TEAEME SR . 2016 4F, Huang 25'* g i {fi FH T &1/
TG54 ( meta graph/meta structure ) J& H Xt 42 22 [H]
A REBL R I o TR S — b 1 JE BRI, A DA A
DX G A F . B, SCHk[8 ] g
KDD b #0230 H A7 AR [7) 26 7 A 2 1800 4 %
HOAE 3 RSk S T A TG R AR T i , o A0S I
A5 SR JFA M T T LR 2 A s
] A 6 P 0 T 05

2014 4F, Tamersoy %5 3 F 5 {7 X 45 14 5 55
VI R SO S A BRSO I 56 R S
TOHR 55 S S 2 (9 #2015 4F Chen 45
70 A 0 4% P 2 2 PR S 6 28 8 4% 1
o 2018 4F, Fan 4555 (5 B 45 5 EE
BACHD A W S £ S B ——JE 4 40 L APT,
DLL Je - 435 7 30 {4 i 76 B LR 007 8 45 135 B 0
S R 4 3R E U A8 R R oT
P A5 22 2 TR0 A 3 5%, I 38 b 3 A 40
PR AIE T e 5 A% 20 23 ). %8R 76 Comodo
S5 9 8 7 AR B TR

A SCH S 0 A L 2% o % AR Bh 2 A
trp, 8 5 B Metagraph2vec 37 5E 7 28 B W 2% 4%
ATT B, DL A REAS R AE 3, I 32 4 1 ) T8
BRI A 2, S 4% SAE W, AR SO A AL T 3K

HeteSim, 5

A FRAG B B0, T LR 2 0 AU A
PR RE

1 MHExXIE

H T, 5 5015 8 M 45 feof o i T H 2 T ik 12
FICE, T 45 e B AR oG B TR UL .
1.1 TEES5THE
2011 4, Sun 25" 0 T T B AR M S,
T 5 A B R 45 v 2 S R AE 3 . T T 2R
WA RS Lo — D57 HE B e Ul
G = (V,e)
25 15N
T, = (A,R)
A A KA ET B TSR A B, N
HX GRS 7. VoA BRI LS & :e—R.
JTUEE R R M L T, B AR, 1Ie4E PLIE

R A Aty g AR
ZR=R oR,o--oR, .

B 14T PRI P, B AR (S OGRS
AT DL S 2 A X5 A By B R AR RO
WAL I T 2 7 A 4 A AL BE s (L)
TR 5 5 P R AE T L G R P S e T X
G 2 A B — B G L IR X R 8 e R
kT B AL R £ Aot B AR . IR L A T
S FTR, % AR P, AN P, K AR I 2R M 4
Fro MELR: , T0 K 72 330 RE 1 A 37 5 G 1 24 TRTY
Z I35 R, 2 Rt S B E K 1
i, Huang 26 $2 0 T 0 B RO 2, Ok %0 i 45 24
A 15 B AL 506 o TEIRIAR G LI B 7 14 T
5 S5 2 T T R

By G Gp O
B O 00Oa OO

: OO
Bl 1 Tt 5 oo B R )
Fig. 1 Examples of meta path and meta graph

1.2 Metapath2vec

2014 4F , Perozzi %57 $#2 1 T DeepWalk J7 1
FAT AL P 2% B 5 AE R 7R o DeepWalk i T Fifi 1L
Ui 7 (random walk ) #7778 ) 2% v % 24 i1
S BRSO R R T R S R SR B
o FEMLIEE N R B — @ R EARFE T 5
AAAR R T8] 1 % HE P, B 2% 25 0 15 L . AR T




260 b5 M % MK k% F M

2022 4

XF TR B SRR UL, B T R ST A
S IRPE AR, 5 005 B I 48 i A B R Y ME R 7E
Tl A R A 2 R 2R 2 AR A A
TICHAE R

2017 4, Yu 4R T S 45 i AR TR
Metapath2vec, Metapath2vec & £ T T I 45 & W
TCERARHEAT BERL U E B . WA A 4R BT oo g
FEWEE T REBS PR A5 19 45 1R 3O &

Metagraph2vec J& 7 Metapath2vec ) & it |
PRI, X G Z Ak J2 : Metagraph2vec [m] B £ 2
ANBEATLTF AE 1Y B 26, 2R ) iR 45 E 1 2 AR E Y
G A —F(, Metagraph2vec B {5 Metapath2vec,
i oClE MO B A R N & 2 iR, AT LA PYVP
I PTP PIASEE B A2

K skip-gram ZEAL, I 43 S 8UH — A 13 245
HER o 182 0 B B [H — 435 s A [R]
Fern , W) 3 A AUEE Y B0 R X L8 R il

AR
@
Q. S ()

K2 Sl MRl
Fig.2 Examples of meta graph M

2 EBERANRREEMEZLE

o7 FH P X 2R 8 W U 1) L W 22 7 1) R
HERL Bl EFR 20 A B9 DLL VA5 8 4 45 %6 2 5
B HA TR IR & T X 28 1 B UK
S REA [ T 25 A0 BT SR AR ME AR AR 1, AR Z B
HRRAE DA AT I R A S S A R .

AR T B A5 ST A AR IR AS I AT
FFHE T 57 505 S IO 46 Hg 2 ol 2 R 0 2 22 i 1)
Z, SR JH ek B BIL U SE 66 W 3R 15 R AIE 16 i 5F 5
TR A S T (R
2.1 EERBMEERMENX

Fan %" 20 i () 3% 75 AR 79 5 52 05 8 10 4 o
(75 A AE - AR A BT AE 9 ML (M) REAS ST
(F) SCH BT J& 1 6 443 (Z) 3 45 98 JH 1 API
(A) AT AR DLL(D) . 43 #rix 226 5 15 &
ZIAAETE 1 6 2R A R T AR A I i . 91
W, 7E 2 A4S PE SO an S O H A AR TR B 4
1 A )& T Al —> DLL i APL, I8 43X 2 4> PE X
1 BA AR M [ 8 T — AN 3. 1813 %0 T
DA R 2 500 A TOR A, e S PR T 6 K

Fan %" BF 5 b {1 09 508 52 R U5 T Como-

do SRRV & , il LLARAH & 3 A A df 2R T A 1 1
Bl o AR R T TS AR ME SR ROL S5 B
MEE R NI, e A FRAG B A DL 34
U1 S T 5 ) 8% 0 4 AR 2 AR SCR I8 A

TEE A3 & 20 #r s, APL(A) (DLL(D)
JEiRH BRI E B o ASTIEM 57 {5 B
W25 I, AN BT REAS 19 N A ——APL DLL, 2
BIETHASM(F) SHEAZEN LR, K3 F
M 2 HE PN TR 20 Dby AR SCR A 1Y S o £ B R 4%

MR & 3 v g R AE P Y ) 28 5 =X mT LA 3
K 4P 7 1) 4 Fhoo I 454

Kl 4 Fr7s 9 JC I rh, o R Z I B B 56 &R
e

1) KAR R . $IH APL 2 HJE T [/ — 43
Fo FIFERE T 58, X B s, € 10,1, ,n} 7R X
PF i RS T 5 A APT R A8 iR AL

2) RER,. $FBA APL 288 T R —4
DLL( 40 WriteFile” 5 “ CreateFileA” #f J& T “ KER-
NEL32. DLL”) ., H#iFF B 8, X B b, e {0,1}
RS i A AP 2R 1E% j 4> DLL o

K3 B AT R 4 X

Fig.3 Network schema of malicious code
OO0
I . .
OO0 000

Y020e-8020

HOLOL0L0L0
K4 puFhoT K
Fig.4 Four types of meta graph
2.2 Ki# Ay Metagraph2vec
MIE 4 hgg i 4 SocE gty el LUE 2,
TE ] BRAT X G 28 A BRI A5 00, 3 3 X 42 2 1l
Z AL Z RS R 2 E R . N T



%52

Xk, 45 - 22 e A 6 0 445 1 B T AR A ) 261

ARG B AR 5 TS B 2% ik, A SR T
oA P B HIL 37 A SR

AR G A 14 X PR A, 7 S B il E 1Y 3 AR o
AT e Ak B BRGE B 2 U REBLIE E , LIRS R
ATREZ Y R SCME B R BT AE SR L
PR EAES CBOW fai A, 4R U R X G (9 45

AiE 1) 1
2.2.1 Bty bLIHF A Rk

WAL A B RS A AR E RS F. 1
FEl 4 1.8, hy 58 19T A 38 e S L0 2 7 BB A ¢
PRI RS B (BRSO . T ek it Bde
I S 1 K SR AR 5 R, AR SCOR LI
e

1) W i 5 (R Bl P AR R £ B R
FE TF-TDF 45 3% it B 5 2R 15 B 2

2) BT R TEE BRI E 2 AREAR S22 ]
SR ARG Fh— 2 B4 0 13 B AL R 3
D 280 35 TE R A S LR B 135

S F R, R WA 2 B A SR 5 A i AP
T APTHH BRAG YR, 00 AT KR RE AR SC A e 4 A
f AP 55t 2 B LI A O, 3 o 2
1 FoASF ZHRE,

S Bk R, (0 HE T 0S8 5Bl F i
AP BAEAE 2 17, 56 AT 0 40 B2 B LA B APT
15 8 (B RS 45 2 BRI L BIA, SRR I 25
552 RSB IR B — A7 BD R B P, R
i L R AE TS, 18 S T W 368 FoA—F
DRI . B R JR A
A B FRBLF, -, 5RE O £ 2 AETE LS,
BOHS S F 9 . DA E U E T B AT 2 0, DA
AR 1

R A 1 KA EL AT SRR 1 B B A S
R IR B REA SO SR B AP 5 . KRR F,
TR SO A, (35 8, B0 758 510 B A% SC PR o 4 97 4,
CAPI) [ UCRL, He R TR 4 T 1 4 A6 L AR 4 ot
B HIAE X 3 R, R, F BB E 3 514,54, B
TR EREAC S (L & A, (APT) (VR BRARA, 7578
% APT A BEAR SO ik BB YR

He NI 4 BRI 4 A T8 L KR I I8 45 g 1

M 3 20 2 3
0 15 1 0 5 1

15 1 0 0 ) 7
1 0 2 1 5 01

K5 SRER R MG IR

Fig.5 Example of matrix I on relationship R,

KFR R, (R, I FHLIEE IRAR AH X R0 EF SCfE
B, PUAE &Aoo B ) ) s AR,
2.2.2 CBOW £ # L5 skip-gram £ A

CBOW #7155 skip-gram B RIS 4 75 3 J= 4%
WMAR SRR RE

skip-gram 15 5Y [{) I 5 J7 5 2 - O 1) F0 R L
AT B AT N2 v TRl A L L R AR
A H AR b R o) R LR Y HE DT . PR, AT LA
i skip-gram i H3 18] 1) 15 PR A A ) A TR) AL A
4, i CBOW BLA [yl 25, & o0 1) J& i 2 A4~
iR SRS B | 2 A I A a /€ AN SN
At A 3 ] ] ) A 0 s ) ) S R

AR CBOW 52 BY 3k 47 1a] 1] &2 1) W) 2% dik
AL D 4 TR 4 AT & A [F] 1 B3R
FEREA SO 5 E Bl AP DLL S 4735 S 40 A K &R
@i I CBOW BRI ] LA HEARFHAEAS I HRFAE

3 XWESH

ARSI R T CNCERT 2 55 %8 4 41 i) %%
ek BE SR I 10 D, B A 1500
B EAEA L 15 000 A EEACHEEEA . d1 T3
PO VI S T 7 I S B = o N | S S O £
S P REALEERE 3 A ZME T I LA U B AL 2 R
i) 3 K Allaple | Virut, Agent i #] 52 i 55 5 45
R B FpEA o

EE RN T RBREANSSE R, TR
Cuckoo Y04 Wiz 7 FEA . Cuckoo YD Af & — 3K &
AP R RS, C 8Ok )Tz . A
Cuckoo YA NIBATIX 3 DA 4 500 PAEA, 3L
AR 3 948 A BHEAREE
3.1 RREENEZMESRERERTR

it 3 fi# A Cuckoo 4z 3 3L
£ 1Y T W apistats” 0, 4R A5 A D HERE T Y
API 42115 B ; fit #r Cuckoo monitor H1 1Y) hook il
A, 34 APL b DLL 5 B0 AR 9256 b 46 ) )
365 4~ API .27 /> DLL,

ARSCHRATF T K 4 Pl 4 skoo, 2R A
AL APT L DLL B K &R KRR BHET N
3 948 x365 K /NS B, AT TR KE AR F X 365 4~
APT 138 F A &0 e ) A k8, HR 4 APT i DLL
FOXF IR 1R B OC R R, WA M B, A5 % B 2 365 x
27 4,

A 2.2.1 795, $ BRIE 4 s 19 oG B A0 458
SRR E . SRR, 8 TR N F
G R XA R BE L L T ST 2 A REZ)
] — A REA R A T AR B AR A R APT g

1

““ . ”»
report. json



262 b5 M % MK k% F M

2022 4

i A 2 R Al RERE L FEAS 1Y APT 52 BR A7, [R] I |]
PLAR AT R AH & YRR AS ST A D i B A5 B

o3 22 W L, AW A2 30 W BEALU A
ARG R 2 B E R o B, AR SO oA E A
R TT RSB S S AT 30 IR BE AL E . BL S, A
i, 223 30 Y BE ML A AR AT ORI F B A
B RIERAS 30 4L F-A-F 45 2. KX a5 B gt
B — AT b AL ST Y APT AR AR SC
P} DLL, Ky 4 340 (H) 3 948 +365 +27 =
4 340) 4, 20t 30 WEEHLIE L, T LIRS 30 A4
T B ) A, O SE B R IR E e BT 4R
B Y HTAEA S R B AR . DA R AR
P XA T AT BN R Es 2R

TE 4 ool b #f AT LU bR BE AL E T
PARAF XS R bR SCfE B &k As 4 A
8 3] o) AT

St BEPLIEE G, ARA5 (1 0] 0] i 53k 4 340 2,
N T IRBIREAER H Y, A SCR AT CBOW AR X 1)
o] 4 [ 4, 8 4 340 4EF i A (embedding) F|
128 4,
3.2 ETFTrTBEMSEERSH

S b FE RS JCIEAE R Ry BE BILE AE 2R I
F18 ) 1)k 238 3 o 4 I T T A ST T REAR A 3

1) FICE 23260 5

SLE AR By Python 1 5 % 5 , R J kNN | RF
(random forest) S £t SVM 732845 73 il 5 WL 0 2
S, ISR EIR AT A RIE

WL IE, Y k=2 B, kNN B35 5
A e a R, 03k 1 Fron . RF 3R ih iR
WHECH B & 10 B, 25 sk 2 iR, SVM
o3t kerel 280 “linear” (ML) JE ]
SR C =1, 00 R45R K3 Fin.

F1 BTERKE KNN FEER
Table 1 Classification results of each meta graph

model using KNN

PN $8 A S S, S; S,
AW R 0.978 0.96 0.899 0.910
R ER 0.021 0.037 0.085 0.078
RS 0.022 0.041 0.101 0.090

x2 BrEEBERFHOEER

Table 2 Classification results of each meta graph
model using RF
iglzmjlﬂbbi Sl 52 SS S4
SR UETHF 0.942 0.923 0.869 0.858
PR & 0.053 0.067 0.104 0.112
PR &S 0.058 0.078 0.131 0.139

®3 BUEERLHESVM HELER
Table 3 Classification results of each meta graph

model using linear SVM

45 b5 S S, S5 S,
R R 0.960 0.936 0.882 0.899
R 0.040 0.060 0.099 0.087
I 4R % 0.040 0.063 0.118 0. 100

F1~FK3H,S,.S,.8, 5 S, HIATER 4
4 NITEITE S N AR 4 B Y Metagraph2vec fifi
BLIEAE Mg A CBOW A5 HY SR A5 1Y R A ) 2 7Y 73
FREER,

TR ARG S, oo 1B i AE 2R A5 1Y REAE 1)
AT B 4F 0973 R UERN 3 I AR A R AR A I 1 %
X 18 W 3 1 Y AP R ) TR AR A 22 [ ) AR AL A T
J, BAAEE AR RE 1. S, ou B P AE T4k 2
AFEAR M RO R g n 7 DLL {5 8, W AT AR
PR 1 o 2 4

S,JCIEIAHLL S, JuEH N 1 APT SR HEA
Z IR RHRPE I o 3 P or S A 0 R G5 R B,
X e AE 23 X AEAS 22 [ 1 AR BLAE 40 0 7 A 3

HRAE S, e 1 i A 2K B0 4 AL 7] & 2A B 22
Mo Rai R, S, ouEIAE S, Ju I i B Al B3 1
STl L B2 T Ay SRR .

2) ZITlEf G m o2

N T ERE N 4 S TTE I Jr R A R, AR S
KM TR T LR EAE . fE 4 Do
3 % A A I A AR 118 ) 1] R AR R A 52 1 O
L E AR TP — 5, RS R LA I I
N o T T O B2 A5 A Ju R P 2R
iR ALE

FARE o WITHETTE AR BA 2 | Y, MY,
DU B2 R DL SE SCOR
cos 0 = ryngayxyvry' (1)
Kp:0=0,9HAHY,NY, #0560 =7/2,2 HIX
MY, LY,

W0, ,0,, .0, NS Y FY, EMARE WY MY,
A JLART 25

d(Y.,Y,) = /0, + 6, + - + 6, (2)
A E o,y
> d(Y,Y)
@ = ) (3)
> X ALY
i=1j=1,i#]

AR5 (3) AT ATHRE 4 A 0 A T 5 SR 45 2R
AOARLEE S5 R I 4 R IRIEEE 4 AU Bl S
4 DI R A AL AR IR 5 Fros 19 73 2845



%52

Xk, 45 - 22 e A 6 0 445 1 B T AR A ) 263

*4 TENEZR
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Malicious code detection based on heterogeneous information network
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Abstract: Malicious codes poses serious threats to network and information security. How to detect mal-
ware rapidly and how to eliminate and reduce the hazard caused by malware are important research topics. The
paper presents a method to get dynamic features of malware using dynamic information and heterogeneous in-
formation network ( HIN), and implements malicious codes detection and classification. Four meta graph
schemes about FILE, API and DLL are proposed and malicious code HIN network pattern is described. An
improved random walk strategy is used to obtain the context information of the object nodes in the meta graph
schemes, which is used as the input of continuous bag of words (CBOW ) model in order to get network em-
bedding of word vectors. The method of principal angle is improved by voting to get the classification result of
multiple meta graph schemes with feature fusion. The proposed method greatly improves the classification ac-
curacy of malware based on the features of each meta graph when limited information is available.

Keywords : malicious code; heterogeneous information network (HIN) ; random walk; continuous bag of
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Optimal choice of order preserving encryption scheme in
encrypted document ranking
ZHANG Jiuling® , HUANG Daochao, SHEN Shijun
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Abstract: Encrypting the documents before uploading them to the untrusted removable server is one of
the ultimate solutions to protect the user privacy. As different encryption schemes give different ranking re-
sults, finding the order preserving encryption scheme that gives the best ranking result is the key issue to be
solved. A discrimination information based on criterion for selecting the order preserving encryption scheme is
proposed and then employed to compare the ranking results of two different order preserving encryption
schemes. In the case the distribution of the cipher text is closer to that of the plaintext, the ranking result is
closer to that in the plaintext scenario. The proposed criterion is not only instructive in theory, but also helpful
practically in choosing the order preserving encryption scheme under the same safety conditions, which further
lead to the optimal retrieval result.

Keywords: order preserving encryption; Okapi BM25 model; discrimination information; encrypted in-

formation retrieval ; user privacy protection
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Fig. 1  Distribution of base station attachment points

before data cleaning
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Application of space time regional economy visualization
based on telecom big data analysis

LI Na, LIU Wenmin* , MENG Fanrui, LIU Yan

('Shandong Branch of National Computer Network Emergency Response Technical Team/Coordination Center of China, Jinan 250002, China)

Abstract: Currently, the number of mobile phone users in China has reached 1.59 billion. Under the
huge population base, the telecom big data characteristics reflect the characteristics of crowd activities to a cer-
tain extent, which can reflect the development status of specific regions. The application of space time regional
economy visualization processes and extracts the information from massive telecom big data by data mining
technology to improve data quality and screens the data in different rules and extracts features by modeling
techniques of the data. The data combined with multi-source information, such as electronic map data and
traffic data are used to analyze user behavior characteristics from multiple perspectives. The application analy-
sis makes use of the data to visualize and research the space time regional economic situation and analyze life
attributes of the residents. At the same time, use the difference-in-differences ( DID) model to evaluate re-
gional economic policies. Based on the results of feature analysis, it can provide the decision-making basis for
the location of regional economic development and guiding layout of urban business districts, improve the
efficiency of urban system operation and expand the range of economic regional benefits.

Keywords: telecom big data; mobile phone signaling; data mining; regional economy; visualization
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SUb_AD272A  proc near ; CODE XREF: sub_4@1670+68%p

; sub_bo1785+22€tp ...

1pFileNane = dword ptr &
arg 4 * dword ptr 8

push  [espelpFileNane] ; 1pFileName
call  ds:GetFileAttributesh

cp eax, OFFFFFFFFh

j2 short loc_482743

mMv  ecx, [esprarg )

push 1

pop  eax

v [ecx], eax

loc_482743: ; CODE XREF: sub_u62728+0*]
v eax, [esprarg k)
and dword ptr [eax], 0
call  ds:GetLastError
dec eax

dec  eax

neg  eax

sbb  eax, eax

inc eax

retn

Sub_4B272a endp

K4 Z 58 ek B0 s
Fig.4 Example of system function call
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BRI, BVAFCG (75 pR 2008 FH 1 1 it B AR R 4
AP 0 RS BR R 4 T A ) o R A 1) G ALY e %K
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sub )
sp
20h L
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Fig.5 Architecture of CNN-SLSTM for semantic model
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C =[c ,c,,,c,] (5)
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Table 2 Comparison with different models

Al e %
CNN-static 0.836
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C-LSTM 0.910
CNN-SLSTM 0.953

I L H 3278 19 77 91 ik 1) SLSTM A 7 vh
552 MAE LU TR TR RS O IR A, IR 1R 4
NBRBEZ GRS E B R AR AR 5
UG A K BE V) BN 1P 51 R 3R A5 B /N i
B BB ok A A TR BRUZ R R
TR o

2) BAEKRA R T A A A ST A
AR RN B B B PERE, LA 12100 F R A LR
A APT AL G FREAS I 1 o 4 73 2 A
ENEIPNGNOEETE S p b Y Rt S C R NEIPN
N RS B SVM AR/ R S B R B T
ATk

AT IS B R AR SRR IR, DA SR
PEAT VAL R T 5 A A B A SO
HA

5 & ¢

A SCHI A 2 AFIF (R YCER T 2235 8 000 {51 AN [
APT ZHAVREAS  [R)If $1 1 T — FhoB 7 3, i i ) 4
AR AR AT A S G 23 AT, AR B e
By CFG Myt L A 7 S ek iy B g AU SCAR
PASEAFEAR 1) AFCG A A 38 T8 B 1 e Ak A 45
A, M 22 9 25 45078 ( CNN-SLSTM) X APT 21 41
FEA AT 02

i) Z A I 15 MCrab B85 347 X 1L, 4
W], it GMCrab #RL T MCrab B8, ] L
A ROt AT AR SO BRI 0 26, HARAS T
BRI R, FE, —28 APT /AT A7
i APT 2120 2 5 KA , 23 52 Wil B R0 T, LA )i
B 55 T g X A A1 B Ah K 7 R 4 S
W2 APT ZL4VREAS, I B 4 17l 76 47 3 8 4K v
A 3 A

S 2 Hk (References)

[ 1] TAMADA H,0KAMOTO K,NAKAMURA M,et al. Dynamic soft-

ware birthmarks to detect the theft of Windows applications[ C] //
International Symposium on Future Software Technology,2004.

[ 2] PFEFFER A,CALL C,CHAMBERLAIN J,et al. Malware anal-
ysis and attribution using genetic information[ C] //7th Interna-
tional Conference on Malicious and Unwanted Software. Piscat-
away : IEEE Press,2012.39-45.

[ 3] RUTTENBERG B, MILES C, KELLOGG L, et al. Identifying
shared software components to support malware forensics[ C] //
International Conference on Detection of Intrusions, Malware
and Vulnerability Assessment. Berlin : Springer,2014.21-40.

[ 4] BENCSATH B, PEK G, BUTTYAN L, et al. The cousins of
stuxnet ; Duqu, Flame and Gauss[J]. Future Internet,2012,4
(4):971-1003.

[ 5] BENCSATH B,PEK G,BUTTYAN L, et al. Duqu: A Stuxnet-
like malware found in the wild [ R ]. Hungary: CrySyS Lab
Technical Report,2011,14:1-60.

[ 6 ] GOSTEV A, KUZNETSOV I. Stuxnet/Duqu: The evolution of
drivers[ EB/OL]. (2011-12-28) [ 2020-08-01 ]. http: // www.
securelist. com/en/analysis/204792208/Stuxnet Duqu The Evo-
lution of Drivers.

[ 7] CHIEN E,OMURCHU L, FALLIERE N. Duqu: The precursor
to the next Stuxnet[ C] // LEET 12 Proceedings of the 5th
USENIX Conference on Large-Scale Exploits and Emergent
Threats ,2012.

[ 8] AWAD Y,NASSAR M, SAFA H. Modeling malware as a lan-
guage[ C] //IEEE International Conference on Communications
(ICC). Piscataway : IEEE Press,2018.:1-6.

[ 9] LIU JR,SHEN Y,YAN H B. Functions-based CFG embedding
for malware homology analysis[ C] //26th International Confer-
ence on Telecommunications ( ICT). Piscataway: IEEE Press,
2019.:220-226.

[10] BAKER B S. On finding duplication and near-duplication in
large software systems[ C] // Proceedings of 2nd Working Con-
ference on Reverse Engineering. Piscataway ;: IEEE Press, 1995 ;
86-95.

[11] BILENKO M, MOONEY R J. Adaptive duplicate detection
using learnable string similarity measures[ C] // Proceedings of
the 9th ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining-KDD’ 03. New York: ACM, 2003
39-48.

[12] BROMLEY J,BENTZ J W,BOTTOU L,et al. Signature verifi-
cation using a “Siamese” time delay neural network[ J]. Inter-
national Journal of Pattern Recognition and Artificial Intelli-
gence, 1993 ,7(4) :669-688.

[13] DEERWESTER S,DUMAIS S T,FURNAS G W et al. Indexing
by latent semantic analysis[ J]. Journal of the American Society
for Information Science,1990,41(6) :391-407.

[14] KAMIYA T,KUSUMOTO S,INOUE K. CCFinder: A multilin-
guistic token-based code clone detection system for large scale
source code[ J]. IEEE Transactions on Software Engineering,
2002,28(7) :654-670.

[15] SCHLEIMER S,WILKERSON D S,AIKEN A. Winnowing: Lo-
cal algorithms for document fingerprinting[ C] // Proceedings of
the 2003 ACM SIGMOD International Conference on Manage-
ment of Data-SIGMOD’03. New York: ACM,2003:76-85.



%52

TT, % — Pl 5 T IR B 2 T 100 AT e B Ao i B2 AR

289

[16]

[18]

[19]

[21]

[22]

[23]

[24]

[25]

PRECHELT L,MALPOHL G, PHILIPPSEN M. Finding plagia-
risms among a set of programs with JPlag[ J ]. Journal of Univer-
sal Computer Science,2002,8(11) :1016-1038.

JIANG L X,MISHERGHI G,SU Z D, et al. Deckard: Scalable
and accurate tree-based detection of code clones[ C] //29th In-
ternational Conference on Software Engineering. Piscataway:
IEEE Press,2007:96-105.

KOSCHKE R, FALKE R, FRENZEL P. Clone detection using
abstract syntax suffix trees[ C] // Proceedings of 13th Working
Conference on Reverse Engineering. Piscataway: IEEE Press,
2006 :253-262.

PEWNY J,SCHUSTER F,BERNHARD L, et al. Leveraging se-
mantic signatures for bug search in binary programs[ C] // Pro-
ceedings of the 30th Annual Computer Security Applications
Conference. New York:ACM,2014.

GABEL M, JIANG L, SU Z. Scalable detection of semantic
clones[ C] //30th International Conference on Software Engi-
neering. Piscataway : IEEE Press,2008 :321-330.

LIU C,CHEN C,HAN J W, et al. GPLAG ; Detection of software
plagiarism by program dependence graph analysis[ C] // Pro-
ceedings of the 12th ACM SIGKDD International Conference on
Knowledge Discovery and Data Mining-KDD * 06. New York:
ACM,2006:872-881.

CRUSSELL J,GIBLER C,CHEN H. Attack of the clones:; De-
tecting cloned applications on Android markets[ C] // Computer
Security-ESORICS. Berlin ; Springer,2012:37-54.

SCHULER D, DALLMEIER V, LINDIG C. A dynamic birth-
mark for Java[ C] //22nd ACM International Conference on
Automated Software Engineering. New York: ACM,2007 ;274-
283.

WHITE M, TUFANO M, MARTINEZ M, et al. Sorting and
transforming program repair ingredients via deep learning code
similarities [ C ] // 26th International Conference on Software
Analysis, Evolution
Press,2019 :479-490.
MOU L,LI G,ZHANG L, et al. Convolutional neural networks

and Reengineering. Piscataway: IEEE

over tree structures for programming language processing[ C] //
Proceedings of the 30th AAAI Conference on Artificial Intelli-
gence ,2016:1287-1293.

[26]

[27]

[28]

[31]

[32]

[33]

[34]

[35]

[36]

LIU B C,HUO W,ZHANG C,et al. aDiff: Cross-version binary
code similarity detection with DNN[ C] //33th ACM/IEEE In-
ternational Conference on Automated Software Engineering. New
York: ACM,2018:667-678.

FENG Q,ZHOU R D,XU C C,et al. Scalable graph-based bug
search for firmware images[ C] // Proceedings of ACM SIGSAC
Conference on Computer and Communications Security. New
York:ACM,2016:480-491.

XU X J,LIU C,FENG Q,et al. Neural network-based graph em-
bedding for cross-platform binary code similarity detection[ C] //
Proceedings of ACM SIGSAC Conference on Computer and
Communications Security. New York :ACM,2017:363-376.
CHANDRAMOHAN M ,XUE Y X,XU Z Z, et al. BinGo Cross-
architecture cross-OS binary search[ C] //24th ACM SIGSOFT
International Symposiumn. New York : ACM,2016:678-689.
ZHOU C T,SUN C L,LIU Z Y, et al. A C-LSTM neural net-
work for text classification[ J]. Computer Science,2015,1(4) ;
39-44.

HOCHREITER S,SCHMIDHUBER J. Long short-term memory
[J]. Neural Computation,1997,9(8) :1735-1780.

GHOSH S, VINYALS O, STROPE B, et al. Contextual LSTM
(CLSTM) models for large scale NLP tasks[ EB/OL]. (2016-
05-31) [2020-08-01]. https: // arxiv. org/abs/1602.06291.
KOLEN J F, KREMER S C. Gradient flow in recurrent nets:
The difficulty of learning longterm dependencies|[ J]. A Field
Guide to Dynamical Recurrent Networks,2001,28(2) :237243.
DAI H J,DAI B,SONG L. Discriminative embeddings of latent
variable models for structured data[ C] // Proceedings of the
33rd International Conference on Machine Learning. New York:
ACM,2016:2702-2711.

KALCHBRENNER N, GREFENSTETTE E, BLUNSOM P. A
convolutional neural network for modelling sentences[ C] // Pro-
ceedings of the 52nd Annual Meeting of the Asscociation for
Computational Linguistics,2014 :655-665.

TAI K S,SOCHER R,MANNING C D. Improved semantic rep-
resentations from tree-structured long short-term memory net-
works[ C] // Proceedings of the 53rd Annual Meeting of the As-
sociation for Computational Linguistics,2015:1556-1566.



290 B[ AT N | NI N = 2022 4

Malicious code clone detection technology based on deep learning
SHEN Yuan', YAN Hanbing” * , XIA Chunhe', HAN Zhihui’

(1. School of Computer Science and Engineering, Beihang University, Beijing 100083, China;
2. National Computer Network Emergency Response Technical Team/Coordination Center of China, Beijing 100029, China)

Abstract: Malicious code clone detection has become an effective way to analyze malicious code homolo-
gy and advanced persistent threat ( APT) attacks. In this paper, we collect samples of different APT organiza-
tions from public threat intelligence, and propose a deep learning based malicious code clone detection frame-
work to detect the similarity between the functions in newly discovered malicious code and the malicious code
in known APT organizational resources in order to efficiently analyze malware and quickly identify the source of
APT attacks. We perform static analysis of malicious code through disassembly technology, use its key func-
tion call graph and disassembly code as the features of the malicious code, and then classify the malicious code
in the APT organization library according to the neural network model. Through extensive evaluation and com-
parison with our previous models ( MCrab) , the improved model is better than the previous model, which can
effectively detect and classify malicious code clones and obtain higher detection rate.
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Table 1 Proportion of TLS cipher suites in actual network traffic

B WAL % i b/ %
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 364 600 59.39
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 108 966 17.75
TLS_RSA_WITH_AES_256_GCM_SHA384 27 888 4.54
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 27 043 4.40
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 15 080 2.46
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 13 258 2.16
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA 11 933 1.94
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA 11 106 1.81
TLS_RSA_WITH_AES_128 _GCM_SHA256 9 788 1.59
TLS_RSA_WITH_AES_256_CBC_SHA 4 964 0.81
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 3776 0.62
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA 2393 0.39
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 2116 0.34
TLS_RSA_WITH_AES_128_CBC_SHA 2112 0.34
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA 1721 0.28
TLS_RSA_WITH_AES_256_CBC_SHA256 1569 0.26
TLS_ECDHE_RSA_WITH_RC4_128_SHA 1354 0.22
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 812 0.13
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 688 0.11
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 668 0.11
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JESZ B AN (] 2 8 B8 5 AR A SO0 B i Y 5 i
AT UL 5 B AS [a] 35 4% 53 3 A2 A [ 1) AR5

*2 SEXTRNTREEEIMEER
Table 2 Cipher algorithms and working modes

involved in experiment

(ALK RTS TAERE
AES ECB .CBC.CTR ,GCM
DES ECB.CBC
3DES ECB.CBC
RC2 ECB .CBC
RC4
ChaCha20
T, H 8 SR AL AR 2 U R
2.1.1  %EBI%k

AR TSI R P AP 2 B 2 A i R B R A N
FEAR Z R o A (R S A e o 2 Fp
B ) AT B OCH ) 1R ) 2 L
Fi 81, L /N 4 096 x4 096, 3t 16 777 216 bit
(2 MByte) . EG ) L RR 7 5045 E S % 5 501k 1
PN

BT 38 2 PR R TR i 4 Bk
INE R 2 R AR, i N RE S Y B8 T o
SYERIGTEHLTT, I G B R ST RS,
W5 SCHY LR I 51 T T 1 IR 4 096 x4 096 1 43 R
PEATHES , ALK 3 SCAL R — iR 5 IR IR BRI A
[l 1 B 5 o 3ok 1A R L8 % LL 4% SC R 5 R A
EIMEAE N ZSFRAE B AH U, AT RLAS 31 2% SCHE
oA ) AR AE .

2.1.2 EBERLEHH

SR SR ME 3 R .



294

b B = R KR 2022 4

K2 MTsgmEg

Fig.2 Images for experiments

(a) AES_ECB (b) AES_CBC

(¢) AES_CTR (d) AES_GCM

(e) DES_ECB (f) DES_CBC

(¢) 3DES_ECB

h) 3DES_CBC

(j) RC2_CBC

(i) RC2_ECB

() ChaCha20  ()hRC4
B3 2SR L g R

Fig.3 Experimental results of ciphertext image
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EXO AT S B R R R A IR AT DUV 2
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ECB A 5 i TAR I HE 8 9, 76 ECB BT, B3¢
Bonag Ja 15Uy B PHE . R, G HER 2
gt (WSO AR WIS - Beid /)N (128 bit 5%
256 bit) T EULH NN FH A S M EEAR B 454, T
A T AR AR B T 512 0 I AN S 7 B 4% i 4
SCHEATANE LT FRHES ] R T B RS, 5 SO0
BB G Bs B 1 e AL

o T SR SRR AN AT AE 1A R LB A 1) 30
ANPUBEPE R AL, A1 8 4R [ R L AES_ECB (AES_
CBC ,AES_GCM 5 ChaCha20 % 3C % i) — 4k 55
(B PE  E  R FE SR, 2 SN 4 TR

T A WL S B 4 R AT R B, IR P 5 R ECB
BT BB & B Ae e )m T IR R B T
RT3 B ) o A30R AR 330 R AL, BE B 20 A I A 2
21, UE I H S SCTER B AT B 3 i LU 254 5 LAt
Jon s A5 4 o L o A e 2 R PR L G B S B R A
P AR AR AT 142, e B 2 A 3 53 UE W] SCIER T
& BRI S5

HRAE LR EE R, AR SGA NS 5 S8 1 S 5
IE7E ECB TARREAT , 24 SOy B AL 73 A 552
26, HA R FR IR AT LI B R AE . i T ECB
AR I B 2k e L, 5 D R 1 Rt

(a) R (% (b) AES_ECB
(c) AES_CBC (d) AES_GCM

(e) ChaCha20
P4 5 SCIEG B0 Al B A e 18]

Fig.4 Fourier frequency diagram of ciphertext image
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R RN, ] ECB TAERE R 4T %%, %% 3
B R 2 — 5 T R B D0 IR 1 S5 AR AE , Ry
WCGE N RS

2.2 E-T SP800-22 ik E #HI BEAL AL

Tolk FE B BTz i Y B AL 1
J7 12 NIST F 2010 4-{2 1T 1) SP800-22 Revla
W AR A B 1S5 AN B A B X Ak
F O Bl AL AR 5 7 A B Y Bl L AT A
it SP800-22 Revla Fp €0 & Y 15 >4 b5 5 i
HBWR

1) monobit test, B #& A4~ — gkl £ %1 4 0 bit
AL bit (9 FE B, 58 4= BEAL R 51 v — 3 i 2 A A T
BRI Y ATIK o

2) frequency within block test, A | if /&
monobit test, FUAS I 1% I B2 45 18 I B0 B 0 B, 1548
1 I 7E B B N $14T monobit test,

3) runs test, n A AH ] A 3E 6 A7 0 1
AR BER o BYWERE o I ARSI 3 0 G T — B S
I A A (R R T R A R, HI T LR R
FAEL Bt ATL A5 40 1 3l A R — 2

4) longest Tun ones in a block test, 433k PN %
KiEgk 1 bit FAIKIE,

5) binary matrix rank test, B HU 5 1Y A P
G 2H R R I SR A R

6) dft testo Rf B df i o 15 HL 72 e B i 3
AU, G ) O A 3 e R 1 SR Y A O, B Y
S A DN A A 6 15 5 1 ) A9

7) non overlapping template matching test,
e R EHE O A BT 2 3R Ry
G o XF n bit KEEREEF S 1A 0 bit K
JERE B B R AT DR T, A0 SR AR 2 A DT C R
W, 7 E il JE 30 1 bit, 40 Y F AL B VLR — 3,

F [ 58 3h n bit, 4k2:3E4T UL L ,

8) overlapping template matching test, ZI5Hn
5 non overlapping template matching test #5121, F 3%
IR R B T g 2 AR R 81, A
) Z A AE T iZ A8 bR AEVE e 20 Ja R i3l 1 bit,

9) linear complexity test, 13 % A ZUHE A9 2k
PR ZR B ITAN 5 58 A BEAL 51 i 22 0

10) serial test, %48 bp k6 I fIr 43 % 25 m bit
149 15 470 A i A KON BRI

11) approximate entropy test, 12 % A Z45
AR AT AR , DAL 5 58 e BEHLT 51 B 22 1

12) cumulative sums test, £ %i A ZLHE 5
B3 H AR A 15 R R BRI o

13) random excursion test, ] %y A Z¢ 9
B — IR LAY B 1 1 B 58 e BEPLT 51

14) random excursion variant test, £l %y A
Bt i —RASAE 1 R BEPL AR b B A B2
1L 58 2 FEILT 51

15) maulers universal test, & Il % A B 45 J&
AT AR s 206 530 3%tk 25 e 4 o

SP800-22 Revla #y #E SR F . & 11 6 0 A5 B X
i At ) BEATLPE DR T R A RIS 36 iy A %8l S5 1R
WY SERBENLT S Z B Ge it 22 .t TR
BRAE TALEZNE AR, S5 —
FEPRAYTR BT 0. 01 I, 47 99% K A5 Ay i
AR Z A bR AT 5 58 e BEHLYE , 45 Bo 3% i
1, Ut B g AR e i e b bl I 58 R BEHLF 91

5L SP800-22 Revla il i {4 1y i AL 14 A6 )
PBrE 2 iR GG B R 4 4 AES_GCM ,AES_ECB .RC4
F ChaCha20 %% % 5B ¥ %% )5, %y A SP800-22
Revla [P E 1, X 25 308y 15 A BE ALY 45
PREAT R, A5 RN 3 3 BrR o AT SE R 2 R

®3 2 7£ SP800-22 X E 4 L B BEALIE I B4 T 45 3R

Table 3 SP800-22 randomness measurement test results of Fig. 2

. & U6 B AES_ECB ChaCha20 AES_GCM RC4

fobr 4 % it e 4 BB 4 i 45k
monobit test 0 A#pE 0 AR 0.297 fiiBun 0.403 3 0.827 3
frequency within block test 0 RNk 0 ANyt 0.603 3 3 0.181 piEun 0.105 piEun
runs test 0 ANt 0 ANE 0.764 38 1 0.504 i 1 0.926 id i
longest run ones in a block test 0.002 At 0.003 Ak 0.572 i 3 0.611 3 0.691 5
binary matrix rank test 0 A 0 ANk 0.404 i 3 0.787 biiBus 0.489 biiBuN
dft test 0 ANEiE 0 ANi@id 0.013 fiigus 0.011 fiigus 0.829 38 1
non overlapping template matching test 0.001 Ak 0.970 i o 1.000 i 3 1.000 3 5 0.983 i 5
overlapping template matching test 0 AN 0 AEpE 0.887 i 33 0.370 i 3 0.567 i 5
linear complexity test 0 A 0 At 0.303 ik 0.939 st 0.047 3 5
serial test 0 ANt 0 ANt 0.055 fiigun 0.257 jiiBus 0.888 i 3
approximate entropy test 0 ANEiE 0 ANt 0.054 i 3 0.257 i 3t 0.887 i 3
cumulative sums test 0 A#p 0 At 0.413 3 3 0.290 3 0.696 3
random excursion test 0.001 Ayt 0.173 i 5 0.047 3 3 0.057 b BN 0.325 M 3
random excursion variant test 0.414 bRl 0.160 i 0.187 i 5 0.042 i 5 0.035 i 3
maulers universal test 0 AHpE 0 AN 0.335 i 3 0.011 3 0.048 3




296

b B = R KR

2022 4

A, AES_GCM ,RC4 J ChaCha20 X 3 Fh 3 i
TLS # W S ik fE BEHLYE B R B, @i 7
SP800-22 Revla Ml i & {F (9 4= ¥ 45 b, T AES_
ECB #:000E o 1 3 01, KRR RE i, 5
JE G B E JL-F AR R o R, ECB L300 1% 58 & 4
it I K B A 89 AR B LR AL , 5 At % A5 B3k
A HE AR SCIY R BLIE R B 2E , B n] X701k
o) 8 o Bt

3 BHREEXBRZNMATITES R

87 FH 3 T B R o A 2
PLES2 S i 2 2. — R DL SYMYY | g e
P BERLAR AR A R L G WL B ST 7
PR UL 2 B HL(MLP) Y s Rl 2
2% (CNN) N0 776 BF bl 28 16 2% ( RNN ) 11 2 i g
FACER B BR B 2= ) ki o AR R HLAS 2= > 5
2 5 e AT T U BB 4 R G R A A
SN2 A T TR B 2 2y gk eT DA B A
JEUHE B, G T 2 30 BTN 1 [ 3 R 42 4
Sy BEATINGR o AR 3CH% 43 3 B NN it AL 2% K
33 2 e A O 1] BB T B IE A 8 A R 4
TR 5 4 B 9 JC R AIE 5% A ks 2R B 5 TR
T B TR AT A S

Cl: B2
6@28%28

HA: AR 16@10x10

Hdm32x32
o

S2: Ak
6@14x14
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WORE TERMEN, HAR 1 A2 B RN
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F PR, JE— A o JEm i, o 2 RS
10 x 1o Sy 3 S5 B0 i oK, A SOk Hefi 4 )23 45 74 i
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13lIE) 452 (28 x 28, 6 JiiE ) (i Kith ik
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JE i 38 o B 8 0o A B S AR B RS S 32 x 32
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Fig.5 CNN structure for cipher algorithm recognition
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It B AR bR — P A2 o Ay 27 sl
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Suw = (F\ Fy Fy o F) (2)
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A Bk L AR AR OO S it I 2 AU T
RV ZR AN X 4 R B 5 T S54n %4 L.

T = (S,,.50.) (3)
S, 5 S0, o B R — 2 5 5 0k s T AR
KIFEALE

L= (A A, Ay, ,A,) Ae {1,2} (4)
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SR B CAERE A U o 1 B 2, R a2k
[P 5 1 2R 2 2K,

BT LR A FRIERBERH T 4728 X
ks, B, R SR Y B 4R T AT
BUATELHEF | AN o5 22 T3 i A7 U1 5 4R Al ik 42
AR 53 o AESEAT AR AU A I R s, g AT LY S
P AR T, 1 8 iy y WO AR S SE L, B L,
5 IRIRPR 2 L XF bea] 45 B A Y 2 K ERG 32
3.2 ZIWAHZE
3.2.1 HKWBRET*

AT S E SR TLST. 2 i 45 W 45 dat 4V by ik
Bl BCHRAEAS AR 58 1 5 0 300 00 9 i v B R S
B B BT, SEE R W3R 4 TR 4 R g &
PEr i o BeAh, O TSI AR A A R T

KA PO 4 FE B, ASGEMAT AES_

ECB FEA, BIELIE 5 b 5 503 o
TRV, 76 TLS % & 4 ih I A AETE
fili i ECB e 35T, 5, JE e 2 40, ™ A= TLS i
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Table 4 Cipher suite used in experiment

%5 EARESCEAS

0xc014  TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

0xc030 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE _RSA _WITH _CHACHA20 _POLY1305 _
SHA256

Oxcca8

0xc011  TLS_ECDHE_RSA_WITH_RC4_128_SHA

Jng Je A BEAE 1300 ~ 1500 Byte AP Jl i 2 1]
I, ¥ HTTP i i 286 i TLS 3 i, 45 45 S50 A
#1024 Byte | BE M2 54l , R0k, 1 M FEAR
X 1 HTTP K Bp A . AES_ECB fi F [7] £
1 D b B L L 38 3 OpenSSLL 1) il 4% 455 e A i
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20% A R MR AE A 76 5 T Bl ATL AR AR 09 A 5 AR 1
e, DR AN BICHE B v 4 BB 2 b 98 i BR 1k B AR
B AEA A Y e Bt 2, b T H e X
Bk, Jo s T 33 o3 I 2 AR A
3.2.2 HEMAEFE

Fie BRIEL 6 JIrm 1 J7 4k, % TLS R A I o 1)
TR 3 HEAT P I, 5 AR T & B S E
Jonaas R0 2 5 HG Sk 35 R R A ) B Ak ) i MAC
Cu R T | 0 S VU o 1 P N S
4l %5 SO X Y 1 024 Byte KB (1 T &R
K I 1300 Byte, AN AF7E B SCK A2
IR (7% 451 55 18] 8, sk #2140 ) , AES_ECB 1 %5 SC T i
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Fig. 6 Sample pretreatment method
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Fig.7 Processed samples
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Fig.8 Change of accuracy during training
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Fig.9 Confusion matrix of classification results
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Table 5 Accuracy of random forest classification

F 1 250 2 HEH 2/ %

AES_CBC 55.3

AES_GCM 58.2

AES_ECB ChaCha20 57.1
RC4 57.9

AES_GCM 48.3

AES_CBC ChaCha20 47.9
RC4 50.0

AES_ GO ChaCha20 48.7
RC4 50. 1

ChaCha20 RC4 48.4
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Randomness of traffic data in TLS cipher suite
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Abstract: Cipher suite is the cornerstone of transport layer security (TLS) to realize secure communica-
tion, which includes asymmetric cipher algorithm, symmetric cipher algorithm and message digest algorithm,
among which symmetric cipher algorithm is used for data encryption in actual communication. Through the col-
lection and analysis of real traffic, this paper obtains the distribution of different TLS cipher suites in the exist-
ing network. Then, an analysis method based on image ciphertext reconstruction, NIST randomness test suite
and convolutional neural network ( CNN) is designed to analyze the ciphertext randomness of mainstream sym-
metric cipher algorithms ( AES, ChaCha20) and other common symmetric cipher algorithms ( DES,3DES,
RC2,RC4). The experimental results show that the ciphertexts of all the symmetric cipher algorithms partici-
pating in the comparison have poor randomness in the electronic codebook ( ECB) mode and cannot pass most
tests. AES and ChaCha20, two mainstream TLS symmetric cipher algorithms, have good randomness in ci-
phertext except ECB mode, and have resistance to cipher algorithm recognition based on CNN or random for-
est. Relevant research can provide reference for the deep analysis of TLS cipher suite selection and encrypted
traffic.
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Table 1 Features of Weibo sentiment analysis methods
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methods based on deep learning
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Table 3 Datasets selected for comparative experiment
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Fig.4 Accuracy of standpoint judgement by OASOSR

algorithm on different datasets
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Weibo tendency analysis based on sentimental object
recognition and sentimental rules
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Abstract: Weibo contains a large number of information reflecting users’ likes and dislikes, which is im-
portant for popular trend judgment, precision marketing, public opinion monitoring, etc. However, the exist-
ing methods tend to focus on the classification of Weibo sentiment. In order to solve the problem of Weibo ten-
dentiousness analysis and position detection, we employ semisupervised learning method, through collaborative
training and active learning. We train entity recognition models and combine deep learning with emotional
rules. Moreover, the sentiment rules based on principal component analysis are constructed to extract the main
components of sentences, normalize the spoken text into the specified format. Then we use the positive and
negative aspects of directional entities, the positive and negative meanings of emotional words, and the sen-
tence components of emotional words to judge the tendency of blog posts, and conduct deeper analysis on posi-
tion classification. Finally, the self comparison experiment and other comparison experiment on different scale
data sets show that with the increase of the number of blog posts of labeled entities, the accuracy of the model
continues to improve, and the accuracy of this method is significantly higher than the comparison method,
which is 2.79% and 10.00% higher than the existing research methods.

Keywords: sentiment analysis; position detection; semi-supervised learning; tendency; sentimental

rule; co-training; active learning
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Fig.3  Contrast diagram of different parameters
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ceptive field properties by learning a sparse code for natural im-

User electricity consumption behavior mode analysis
based on energy decomposition

LU Ruirui, YU Haiyang, YANG Zhen " , LAI Yingxu, YANG Shisong, ZHOU Ming

(Faculty of Information Technology, Beijing University of Technology, Beijing 100124, China)

Abstract; With the popularization of smart grids and the development of big data technology, more and
more attention has been paid to the analysis of users’ electricity consumption behavior through electricity con-
sumption data. The existing energy decomposition methods cannot meet the high requirements for resolution
and decomposition accuracy in practical applications, and the cluster analysis method is too rough and does not
fully show the electricity consumption characteristics of each type of electrical appliances. In view of this, this
paper proposes an analysis method of users’ electricity consumption behavior based on energy decomposition.
Based on the discriminative sparse coding algorithm model, firstly, to solve the problem that the regular term
of L, is not easy to solve and the effect of the sparse constraint of L, regular term is not ideal, we propose to
use the sparse constraint of L,,, regular term to perform energy decomposition, and add the homogeneity be-
tween users as a regular term to the basic model to modify the performance of the model. Secondly, based on
the results of energy decomposition, we use the electricity consumption characteristics of a user’s single-type
electrical appliances instead of the total electricity consumption characteristics to refine the analysis of user’s
electricity consumption behavior, and improve the traditional K-Mean clustering algorithm for experimental ver-
ification. The experimental results show that the energy decomposition method based on the sparse constraint of
L,,, regular term and the constraint of homogeneity can effectively improve the accuracy of energy decomposi-
tion compared with the traditional discriminative sparse coding method. At the same time, the result of cluster
analysis of users’ electricity consumption behavior based on energy decomposition is also significantly im-
proved.

Keywords; smart grid; energy decomposition; cluster analysis; nonnegative matrix decomposition; hom-

ogeneous relationship
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A dynamic network threat evaluation method for smart
grid embedded devices
LYU Zhuo"*, GUO Zhimin', CHEN Cen', MO Jiansong', CHANG Chaowen’

(1. State Grid Henan Electric Power Research Institute, Zhengzhou 450052, China;
2. Information Engineering University of PLA Strategic Support Force, Zhengzhou 450004, China)

Abstract; Due to the limited computing and storage resources, the smart grid embedded devices cannot
deal with the network attacks effectively and the security assessment method is weak. In order to solve these
problems, a dynamic network attack behavior evaluation method for smart grid embedded devices is proposed.
This method uses the security control module to analyze the communication data stream of the actual embedded
device, and conduct security detection evaluation of the impact of the attack behavior in the embedded system
simulator by using the component dynamic trust measurement. The final security evaluation result of the net-
work attacks is obtained based on the whole process dynamic comprehensive measurement of the platform con-
figuration property, the platform operation attribute and the user authentication attribute. The method is tested
in the actual environment of the power distribution automation system and the power utilization information col-
lection system. The results show that, aimed at the common attacks against the embedded devices, accuracy
rate of the proposed detection method can reach more than 90% . This method provides good safety assessment
accuracy, and meanwhile achieves effective upgrade of its own security.

Keywords: dynamic evaluation; attribute measurement; security detection; network attack behavior;dy-
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1 HEXTR

DR (B S A R R A A T AN AR ik )
A, TR B A B4R A G B
LA R X PR AR A S e R Bl X
HURE T R AR A B AT T AR Y 5T
1.1 EEKRBEREREXEAR

Xof A AR Tt 5 0 5 /s MU AE oL
Iy AR B AREA 5 0 2R AR B S B A
72 R B B 45 R . 2014 4F | Szegedy 451 7E
Pz 2R RIS BN gt T R S A, 2
JEHEL T TR R E A R HEN
R IS TR R A o3 2R AR R TR Y ML T
WO REERA T A AE

2017 4F ,Hu Ml Tan'" 42 i 7 MalGAN, i &
— R X R AR 23 2 A 1 PR G BUAE AR AR L
Pio fHIZ T AT LY — 26 ] One-Hot %Y (2
A O FN T PRI ) FRAE Y BB &40 2 A AR LR BT
A,

2017 4F, Chen 2" 45 B Z B 4 1k ( zeroth-or-
der optimization,Z00) J5 ¥, F & —FP 3L FEL
Ak T F b5 23 2 4% B B 9E T AR BX BT RE AR 7Y O
oo M TATEME, 200 W& —FM B &L,
1] 200 ToHHAIMII A A

2016 4, Ribeiro 45" $2 i} LIME J5 i, J &
— b 5 R T ¢ 1Y 7 35 (model-agnostic ) o Ji B
J2 - (07 FH AT ) 7 SRS B A Jey LT AR AR
Toie HAR R B AT £ 52 2%, JLAE Jmy & (] B i Sy 1)
FO) RS (n] BEAR A D) 2R ) 6T LR — A faj B
TR oK 2o 1y, AT 3 g i AR TR g B Sy S A e AR A
o W T4ER BRI f Fdm A e & x, LIME
D5 10T LUAE f 4 Jm 38 A P 757 B AR R 4SS 40 I A A 7Y
8 Jmy PR S5, DT S B e % 3 45 0o 0 2 25 2R B 5
W AR, SRy AR 2 — 4 x A YRR ALE , A
2 ARE W TR AE . LIME X4 4 (14 i B £ () 3
FUR VSO
é(x) = argf?éigL(f,g,U,,) +(g) (1)
K ige G, G T HEUH br ks Y 1 fij 504 5

B IR AR LR R R R S 0T, (2) T
R ERHE z M x BRI R ; Q(g) HIRFi i g
(952 2 PE ORI T B A R 52 ), o B e 1 38
f1% T ERLASE Y T e TR SRR, DR SRR 11 R BB it 2 R
Wi Q(g) W FE IR Z Lo B2k of B, R k¢
15 x BRI £ B ROR  BEBUSOCR By, ) L {8
M LB — RS2 AR

L(f,g,01,) = ¥ M,(2)(f(z) -g(z)* (2)

2,7/ eZ

TE L Fp 2 Rl x B /N U IT, (2) 0K,
AL U, B o BT, PR 22 AL EDBOR il 1 fe Mk
XAE B0 R g 78 x JR) AR AT H A B AL AL
R L(f, g, I0,) +Q(g) e/, B
AUV TR 1 45 A5 SR B 4T o Ribeiro 25 A K-
Lasso SE 8 % & A FAE il i 1 WAL A2 ), S
Txb x 19 AL B A B — 2H i, o f Al
L(f,g,II,) +Q(g) ] 3 e AL 0 f LB ¢, 3
WXt g K w s A B Al AR BRI A, Y ¢
JELNERE L, g B9 SR w gl R TR R AR Y
R o QR B0 O R i Y B, IR 406 75 3
P A FFAE AL o i T LIME J7 35 e Bt i e
X H AR AR LA ] 1 5 29 o, 1 I JE 5 0 1 H
PRESAL S A S5, B0e B R TR R AR R
AR DO FUAE Jay T g A TR ASE L, SEOR B
PR, T LS AR 2 AR SCRT BT 8 X PURE A 5 3k
e LIME [ J5 A
1.2 X & §E S RO ik

B B A1 A T 5 S i N Ml A Ml
e D & BRI WM . AR SOR Stokes %1
(4975 3% B FEAE 53 9 IEHFAE (positive feature ) F1 6
FHIE (negative feature) , IEFFAE KR AR A H A ] T
73 & 2 1 U g S8 TR AR A AR A, K 4 AR A 7 7
IREEBAT N, TURRAE 2R AR AS A3 M) (23 26
PRHT A BRSO F5AE . Crandall 4517 45 1
Tl 3 3 R IO A SR P R AR 19 D5 X
KB BN P 198 H b, Bk & A RE 7 M BR IE 4
E B A FRAE . 76 MalGAN J7 i v R % il
H R REAS IR AL , AN BEMH BR R , DI PR UEAS 52 1
JEUREAS (9 2 P R AL, {ELI2% D5 3% A b 48 4 i 1) %K
REAT R, A B 9 A A AR A Tt 0 B RE
TSI AT g o Incer %™ T A 1A X6 4L BE 1 ok
fifi R F T S A i 22 e L Y 22 A3 A A o b
— RIVFRAE 18 e, IF DAL B 728 R A 18 20—
{7 B IHE AT, AT A M0l X BTRE o R AE
X 3 6 8 G ) 46 R AT A I Al A B A oD
REVE 9 X T Ul RET Bk i Ll /%
RIS 2 Bl TN Ay TR HE ) 168 T, At AT L 5 ol — o B
Y T T A S R T AR A B A e, A LS
S BGEEBA—E S ATHECE R B, K
R FH 194 A 0 T AR 39 DA 00 A X B A ) 8
A Xu SR — R X BORE A 1 3 0
A T ) SR AR e R0 E 9 08 A S A
PRfEZ —
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ST BRI, AT LLW] A Bk 2 R B A )
Aty e i A — L ety A, T BOCRBE T R E AT
K w, BA—ERRRE. T F8R5E 5 6 &
XEGURE ST 975 1k , i B ik — 25 o0 B WOk 5 18 BORE
ZNIbpuRi s
1.3 HAEHIE

Tl 5 AR LB 7 MBAS 110 AR SRR AR R AT
B2, FE PRAE BT AE A AT AT I AT T, 280 ORI AE
A5 JEREAS T2 AR D RE AR [, BRI ORGIE XS SRR A
WA RLE . — B i i A0 0 2 Ay 0 4
IO T A BR300 R IR B X TH AR A 1 22 S
FRAE r R 8] JZ 26718 B9 X0 B ¢ AR, T O B A8 B
Hh 8] J2 SCPF sl A (0 R AR L A2 78 A 52 i
A RFAE (4 SR Al S 0T A o 30 Ak B S B

Je 9 HR 8] JZ SCPE 2 AT AT SCAF ) 5% A2, AT L i
3 1] A A 75 O R I) SO e 4 o ] AT SO
L AR PRI B LR IR A U AT 4
B AT PATSCAF

A 2ok Xk T ek 3k A AT A LR B ORE AR (1Y
MERE M A T BR B AR SR BUS R b o HESIA
Posh W B TR Bl & i XHLRE ST O
& 3 F LIME g4 2h 77 s S8 2L

2 XMEARERTTEIZIT

2.1 ETF LIME () EEREBMRERERTE
RHURE A B 2 Wk B B A 4 O < R

WA 43 ) S FEk (B BT ) L3 fi i B (C

5 ) RN 5 (B T 7 HEAR 40 ) WP 1 B/

A s C
2 Heshr
______________________ ben I
DIMJZ (1000---1) A pi®idl jili:x*li KEw DIMJZ (1110---1)
PR e g
1 oDSfs : R R HE R l e asm :
U e - A
| T i : LIME B RER l s '
5 T FL :
ar
Y T
L Wi i

1 BT LIME [ 5 AU 20 28 e X U A AR Bl 7

Fig.1 Adversarial sample generation process of malicious code classifier based on LIME

AR SCR PURE AR A2 1 T7 35 T ik TR 1 i) L

{f(x) = mal (3)
f(x +r) = ben
g(x) =g(x +r) (4)

2 mal ( malicious ) Jy 8 & AU 73 JE 45 45 5 ben
(benign) 2y RAEACHS 73 05 28 5 Oy H AR 70 26488 f
A 2R B RAURS S O R AR 5 D X x 1
Pzl (perturbation ) 5 KL g D FRICFEAS 1) F2 2 7%
Froifig, g (x) o x JEA 0 E RPN, ¢ (x +71)
B SUE I F R e . (R PR UEACTE TR LAY Hi
PR H AR J AR T AU R R D R AR
o X1 4 DSBS AR AR AT

1) AR, 38 e AR AR AR BORE AR R AL, 240
Fbn o2 £ 13 2R 45 R, 145 2100 ben I 25
Tk, WA 2

2) #hsh. 3T LIME 8948 3007 ¥ 4k ik
— LB r AL f(x + 1) = ben, RS HEA
T2, R T 1 LUK T o

3) Wi fe e ARSI S r B ORH B RE A 7R

J5 A T A 2 Tk A ) ) o B RE AR 8 P 3% %
REAR TRV HEAT 4 3R 1 B4R I, L RE % 1E 3 25 R 7
e, 75 U T AR A 96 1) 1 A A A A A RS
Ik s

4) BHF AR, WA BUE R R (4),
LB A% 2 R 000 4 e 14 7 T AR 3 BB A5 3
PRI S5 H ben , T B 41 16 1, 45 oK )7 i
2.2 HiEHE KT

YL iy S BRALHE 2 A7 TH < R B R
Yoo shw R TR H A
BRBEAS B BRE A, AR SR REAR TR I RE A4S Y
E 7o Phsh bk, oy e R P sh Oy
52 T X F B AR B AE 09 18 B, A [) 6 P A T L
G S G s, M LIME B85 £ 4 2 8
T 5 R A KD (1 R 305 35 B, AT B0 2 5 W R A 4%
KB S RRAE SR JE B — PR S Bk R RN
S i AEAS AT T AE A (R B A8 OER 43 Ok
BERRIE
2.2.1 HRIFIFE
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A B AR FRE 73 A, ol X PR —— I
Hr E A BRBA W AE BOREAS , B8 2lOs AR A
TRAF IR AR R F A ERE S . LN R
1 — Mg
R = {(d,,s;,s,) | s, <s,,d e [0,1]7}", (5)
Kok IERE G, s, F s, B SEEL, R y—
A k3 T L E kISR s i-th x5S
AR RN 5 E R 1A E 2 A FUN A
TR A, X L T8 o0 AR IS I AN Bl i R
TR —Fh A RRAE, W Xk ] ¢ KX A RRAE
JT REAE B 24 B3 b 9 1) B KA T o, 30w, d U
TELO, L] Z ), an 2R A R EFE R Ak ) & h — 2k m
4, iy H LB A R AEZE RN A KT mox
d s 1 s 43R % 2R S 4R FRAE i 15 o Be g, Su e xt
FEAFHIEAE IR (A 0 JE Rl B s, XL s, B s,
PR s IBUERE . 24 s, 5 s, 0@ B, X ]
sy 080 | RN A A FFAE, s WAEBLTE [ 5,5, ]
T A o XA DX TA) AR AR B R AE B M BT 2 3
Yol A FRE S etk s o X AE & DI N 255
B BUHA T R RN I, Bk RE ) e
BB T LA, R 37 13 [ B K 5 R 11 25 5
B, R 3R 1Y 3 B K
2.2.2 A& F LIME #3k3h 7 X 55 3L

Pz LA e 7 xF T HARRE R B, Bk
i LIME J7 355K fif @ i X1 wo 7R
LIME J5 i, 5 S R FE 1R SR AL g SR ABE4DL H A5
Jedm X B DL ZR R o), BB 4 g (x) AT LAER
NN
g(x) =w, "X tw, "X, tw, "X, + tw, "X,

(6)

XPw=lw, 0,0, 0,858, HH
K-Lasso B0 £ & AN FRAE (il 2 1E Ak %42 ) |
SRIGHET X x iy BEALIE 3 A i — 2H Il 3T x 1) %K
i, 70 3% 20 B J il bl /hME I R R g LS, g,
IT,) , AT LR B ¢ IS8 o, 1] o 5 RIR R Fr
fiE x FALTE , BI4 w = o, TSR Y w, A0 2R &
BCE N R IE 1Y BRI IR 2845 B I A R AE AL R,

M ERBAE w Z )5, FF SR w It
MEEE R E3) 4 wksh r, B
i AT LATE X BT B8 0 10 Bl P 0 R A i i o %
NEBE . AW A i B EBEAEL0, 1]
RN, BL 0.5 S g3 5,0 KR A 43 Z B i 0E &
ben FEAS 1 /R A 48 Z A B € S mal HEAS, B4
Pogh r it B 1 PR,

BiE 1 QIR r A

Data; w = {w,,w,,w,,--,w, | distance,R

r—{Ax ,Ax, Ax,,---,Ax | ,Ax, =0
2 U(—§(1,W1),(2,W2),(3,W3),"',(m,
w,) |

3 sum«0

4 list«—sort ‘ w ‘ (U) /1R 3E w, B 4 3B 747
A

5 if not list then

6 return fail // list JJy 2%

7 end

8 while list do

9 i, wlist. remove(0) /IR 1 MoE

10 Ax «—arg min,, .. _RAx +w
11 sum<—sum + Ax;, - w

12 if sum < distance then

13 break

14 end

15 end

16 f(x +r) < ben? return r; distance<—dis-
tance X2, go 5

Yot % B e RN B 73 28 2% F R D% AR A x
B B S confidence =f(x) , X} T W EEEA, confi-
dence 7£(0.5,1]Z 8], T w 2T Z&RMGM, L
T H W AL x Pk BE L, 7E il confidence
I/ 1 07 1 b il 26 BE J R RAS T L 2 A Y ek
W, FIE g WRMER TR 0L, I A g (x) =
wex,Heg(x+r)=g(x) +g(r), AR g(x) Xt
SCx) B R dR AU, Mo & T LU i ¢ iE it 5
confidence, fIf LA — % & g(r) =w - r< -0.2 J
Ao ERARERE r (LERERE, T w © 44 LIME
T3 1R A, AT LU T 50005, $AE R E ) AR
UCH BT BE 73 X AH B A5 AL A AF & R BEOR A IE L,
T PRE G W 2 3, Ax e R R X BEAFRAE
PEAT Ax W SR AT 5 R BRI, AR5,
ST AR 16 48 JE

3 SRR

o T Yo AR 4 00 26 F LIME £ 84 4
REAS 1 R T 0 05, 50 9 0 A7 3ok 56 90 o
IES NS SV ER NS ST LY
ESARCE S Sy EE TP
RO, 2 R T A R
SRH HUR 9 £ 55 0 L F R 0 2 9 B L
R
3 KB

S0 B HCRRT 3F B2 £ B 0 % 1R L %t
5 B Python3. 6.3 553 A HCHR 98 M 65



%52

¥R, A BT LIME #9385 25 AU X BT A AR LB R 335

F1 LWHEGF RGNS
Table 1 Hardware and software environment

of experiment

[T ECEIN S L RSP

M 1f:16 GB
CPU:Inter(R) Core(TM)i7-8550U

B 3R 5T

IDA pro 7.0
lime 0.1.1.37
keras 2.3. 1
Python 3.6.3
tensorflow 1. 15.0

BAT 5L

numpy 1.18.1
sklearn 0.20.0

adversarial-robustness-toolbox 1. 1.1

B T IDA pro 7.0 $2 i) Python 2.7. 17 JHIA
T80, 7 IBM 2 fit ) adversarial-robustness-tool-
box 1. 1. 143, B35 1 V8 2 N TPl 2~ 2
ar A UGk 5 B 7 i X AL 4R A SCEAE T 200
Ti s, B AN AS SO 2248 T 1 LIME J7 75 4 B 23 1
lime 0.1.1.37 @+,
3.2 BE|EE

ARSI T 2 HAMAE /) Win32 PE S, 3%
2 SR T SRS 4 T SCmk 21 ), % T84
PE SO AR {df JIL IDA pro S 2 A LAY ASM 3T
PR PE SCIF . RAEREAR T RGEHA P
JH minite" 2225 1 50 Z2 ANk I 7 9 18 FH A0
T A A0 42 > AU 5 R R b 07 7 A DG BB B9 5C
P B REA @ &K A Ramnit, Lollipop % 9
AU Z G ) 10 868 4> Win32 PE & S P
XF R E) ASM SO, X S8 3CfF ok B 2015 47 R o
Jp Kaggle LLFE ™ B2 IF 10 K4l .
3.3 EfhiERR

B o Bk & A BRIE A B S B AR, &
O A HUAEAS IS, BhR U R VEREAS , Bt i S
LR TPR 2 22 il A 800 U AR AR 1 LE 9]
T EE & BT IS R TPR 22 28 5 Mot i
9 TPR Z LU AR O B ik L2l 3, 7R O ASR, A7
ASR =1 -TPR,, /TPR, . ; Bk Ei& 2 I HR50, O
TORIEBLIR 77, A SR FHUHER 3¢ ACC R PEAL A 2
f F AR 73 B A, DCPR B8 IR 26 E 1 5% 90% LA 1 1 73
RAFMATR . RIS RINER 2 . %
H TP Ol FLFHPERE A SR, FP O fi B A R A i
FN g BAPEREAS SR, TN O SCBAPERE A Kide

S FEGF IR T Bk AR, B AR S 28 AR AL 1 )
AR BURRIE 22 53, AT 20 18 S, sk 3 s . B
T T R R AT ORI 2% 2R B A A
LR .RF .SVM MLP & 47 1E 45 API, opc-2gram |

opc-3gram,

K2 iREfEIERR

Table 2 Evaluation indicators

BRLEER A

FAYE A TPR
R 2 ACC
Wil % ASR

TPR =TP/(TP + FN)
ACC=(TP+TN)/(TP + TN + FP + FN)
ASR =1- TPRI)M()m/TPR,mer
*3 BERESEREE
Table 3 Target classifier setting

Ak API opc-2gram opc-3 gram
LR #l1 #2 #3
RF #4 #5 #6
SVM #7 #3 #9
MLP1 #10 #11 #12
MLP2 #13 #14 #15
MLP3 #16 #17 #18

PR HES alg Fon, FIEHES fea £
N alg 5 fea U R LA, WA 12 7 X4 &
(F3M#1 ~#12) ,l— DB F i 5 Fom —F 4l
AL, #1 2R (APT,LR) (R R Al A APT 43 1E
LR Bk — Aoy Kb . %R LT MLP
14 A% 0 AR B8 B J22 B0 [R] RT R A7 78 55K 1Y 1 o 25
S ONTH10 ~ #12 PRI BN E T 2 AAFZEL
153 2545 UL 3L A 18 AN HAR 4y 2545 .
3.4 EIEZIT

Yok segrh BB ARSI LA 60% H T
H AR 2 288 I 2 AE R 42 19 40% v, 75 9 A%
AR 5K A5 B Lk BT 20 A FE AR OB X
180 ANFEAFR R Bl KEAS, FH T A2 BN N 19 X Bt
AR

et AR SR X AR A A2 BT s, AR R
180 /> B B AR 1) X B Af A ok o i B — A4S B A5 4y
Kawo s EERI s N Ak
/N-TPR & 8l K/N-ASR [, L3RS A [F] 48 30 i
BETF B RO . it — B B IR ), A S0k
T TR S5 A B MalGAN i 200 % 2 A5
14 HR A R PUREAR AR BT W, AR T R AR 1 X e
BEAS O #1 #4 #7 #10 #13 #16 432558 0 5%
TPR Y /i J5 19 22 4k, JF 5 4% 307 i 47 % 1
I3 o
3.5 XRE54R
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Table 4 API feature classifier and TPR comparison

XF PR AR TPR/%

MR #1-LR #4-RF #7-SVM #10-MLP1 #13-MLP2 #16-MLP3
T i o iR 89.44 98. 89 95.38 92.22 95.56 95.00
700 57.78 91.11 61.67 69.44 72.78 70.56
MalGAN 0 1.67 0.56 0 0 0
AR5k 0 0 1.67 0 1.11 0
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Table 5 Average perturbation dimension of adversarial samples generated by two methods

XHREAR Dr/4>
A RT #1-LR #4-RF #7-SVM #10-MLP1 #13-MLP2 #16-MLP3
MalGAN 28.31 23.26 102.87 24.70 35.14 29.45
ARSIk 9.56 11.62 43.12 15.47 13.39 13.92
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Adversarial sample generation technology of malicious
code based on LIME

HUANG Tianbo, LI Chengyang, LIU Yongzhi, LI Denghui, WEN Weiping "

(School of Software & Microelectronics, Peking University, Beijing 102600, China)

Abstract; Based on the research and analysis of machine learning technology to detect malicious code, a
local interpretable model-agnostic explanations ( LIME )-based black-box adversarial examples generation
method is proposed to generate adversarial samples for any black-box malicious code classifier and bypass the
detection of machine learning models. The method uses a simple model to simulate the target classifier’ s local
performances, obtains the feature weights, and generates disturbances through the disturbance algorithm. Ac-
cording to the generated disturbances, the method modifies the original malicious code to generate adversarial
samples. We test the method using Microsoft’ s common malicious sample data in 2015 and the collected be-
nign sample data from more than 50 suppliers as follows: 18 target classifiers based on different algorithms or
features were implemented concerning common malicious code classifiers. Their classifiers’ true positive rates
were reduced to approximately zero when we attacked them using the method. Two advanced black-box sample
generation methods, MalGAN and ZOO, were reproduced for comparison with this method. The experimental
results show that the proposed method in this paper can effectively generate adversarial samples, and the meth-
od itself owns various strengths, including broad applicability, flexible control of disturbances, and sound-
ness.

Keywords: adversarial samples; malicious code; machine learning; local interpretable model-agnostic

explanations ( LIME) ; target classifiers
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A method for filtering the attack pairs of adversarial
examples based on attack distance

LIU Hongyi, FANG Yutong, WEN Weiping "

(School of Software & Microelectronics, Peking University, Beijing 102600, China)

Abstract: During the generation of black-box adversarial examples, an attack pair is usually specified,
including a source example and a target example. The purpose is to let the generated adversarial example only
have little norm difference from the source example, but it is recognized by the classifier as the classification of
the target sample. In order to solve the problem of the instability of adversarial attacks caused by different at-
tack difficulty of attack pairs, taking the image recognition field as an example, this paper presented an attack
distance measurement method based on the length of the decision boundary, which provided a measurement
method for the attack difficulty of attack pairs. Then this paper designed a filtering method based on attack dis-
tance of the attack pairs, which filtered out attack pairs that were difficult to attack before the attack started,
so this method can improve the attack performance without modifying the attack algorithm. Experiments show
that, compared with the attack pairs before filtering, the filtered attack pairs improve the overall attack per-
formance by 42.07% , improve the attack efficiency by 24.99% , and stabilize the variance by 76.23% . It is
recommended that all methods of generating adversarial examples using attack pairs should filter attack pairs
before attack to stabilize and improve the attack performance.

Keywords : adversarial examples; black box; decision boundary; filtering; image recognition
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Table 1 Family label and number of the sample
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Frs KGR FEAR B
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2 Lollipop 2 478
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4 Vundo 475
5 Simda 42
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8 Obfuscator. ACY 1228
9 Gatak 1013
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Malware family classification method based on
abstract assembly instructions
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(School of Information and Electronics, Beijing Institute of Technology, Beijing 100081, China)

Abstract: The emergence of malware variants poses a great threat to network security. In malware family
classification methods based on assembly instructions, the semantics of operands are closely related to the op-
erating environment and difficult to extract, which leads to the lack of instruction semantics and the difficulty
in correctly classifying malware variants. A malware family classification method based on abstract assembly
instructions is proposed. The instruction is reconstructed by abstracting the operand type, so that the semantics
of the operands can be separated from the constraints of the operating environment. The word attention mecha-
nism and bidirectional gate recurrent unit ( Bi-GRU) are used to construct an instruction embedding network
and to capture the instruction behavior semantics. Combined with bidirectional recursive neural networks ( Bi-
RNN), the common instruction sequence of malware family is learned to reduce the interference of variation
technology on the instruction sequence. The original instruction and family common instruction sequence are
integrated to construct feature images, and the malware family classification is realized through convolutional
neural network. The experimental results on the public dataset show that the proposed method can effectively
extract operand information, resist the interference of irrelevant instructions in malware variants, and realize
the family classification of malware variants.
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neural network ; bidirectional recursive neural network ( Bi-RNN) ; word attention mechanism
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Automatic poster synthesis system based on keywords
GUAN Shuaipeng, YU Haiyang, YANG Zhen" , ZHOU Ming, LAI Yingxu

(Faculty of Information Technology, Beijing University of Technology, Beijing 100124, China)

Abstract: The popularization of intelligence puts forward new requirements for image editing. As a way of
transmitting information in the form of images, posters play an important role in daily life and work manage-
ment. But the production of posters requires multi-element image synthesis. However, there is a lack of an
interactive and one click image synthesis system. Combined with the current popular image processing technol-
ogy, a poster automatic synthesis system is designed and implemented. We propose keyword-based image
retrieval scheme, constructs a dual filtering scheme based on text and content, and provides users with accu-
rate and fast image retrieval methods. By counting the composition rules of a large number of carefully de-
signed poster pictures and introducing the composition rules of aesthetic common sense, we propose a portrait
layout recommendation scheme based on two-way rules, which assists users in portrait layout design under the
combined effect of two-way rules. The experimental results prove that the scheme designed in this paper can
run stably and efficiently, users can realize image synthesis through simple interactive operations, and the final
image synthesis effect is real and effective.
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