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Improvement of remote user authentication schemes using paswords
Hu Ronglei Liu Jianwei Zhang Qishan
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Abstract Paswvord authentication schane isapromising and practical lution o remote user authenticar
tion The security of an authentication schame using strong grgphical paswords basing on hash function was
analyzed The schame can not resist o solen-verifier attack The adversary can pretend to be a srver o cheat
a legal user o nd him authentication message, and then itmasjuerades as a legal user by creating a valid lo-
gin message, pases the authentication phase and gains the authority of a legitmate user without knowing user
passvord An enhanced schame was proposed in which snart card is used for storing server authentication
message The server and user can authenticate each other  The adversary can peronate neither server nor user
and can not get useful login message fran eavedropped canmunication The enhanced schame canwithstand re-
play attack, denial-of-service attack, passvord-guessing attack, forgery attack, passvord-file compromise attack
and inside attack as the fomer schame It can al® withstand solen-verifier attack and snart card loss attack
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