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Abstract: Recent research on computer network defense is lack of a method which is able to model

policy in high level and refine policy conveniently, hence computer network defense policy model
(CNDPM) was presented to abstract network defense control behavior on the basis of organization
based access control model (Or-BAC). The CNDPM provides a common method to model protection,
detection and response policy, and introduces automatic assignment mechanism of role as well as view
and activity to improve efficiency, also provides derivation principles to refine policy to concrete de-
fense rule. Moreover, completeness, validity and consistency of policy are studied through formal a-
nalysis. The example shows that computer network defense policies modeled by CNDPM can be re-
fined to defense rules conveniently and efficiently. The CNDPM model is characterized by good expan-
sibility and practicability.
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Operational(e) A Active(e) }
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FRGE, B — AR SR DT R A — D A
fIE (feature) 1) 5 F1 BPREHE (character). 184

ROLE::={s|Own(s,ch) A
(Relate(ch,obligation) V Relate(ch,right)),
ch€ CHARACTER,s€ SUBJECT,
right € RIGHT ,obligation € OBLIGATION
Hrp, SUBJECT 48 ERL R RIGHT 45 AR 2K
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s 1A ch; Relate (ch, right) £ 78 ch 5 right #H
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r)FRIR s BN o i TR P A T ) 2 ] I B
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VIEW.:.={0|ch€ CHARACTER,
Own(o,ch),0o€ OBJECT})
H i Own(o.ch)FER o 1A ch.

AN, PR o) Ry 26 %5 1) SCAF T A AERL L. B
T2 45 SR AT LR A SORT LR AR [ I
ToView (r) 7B A1 €0 r A5 0 LN £

2Ll , Relate(v,org) Fzn v 5 org #H5%. A
A oorg HHEME o fE MK v.ie A Use(org,o)
AAsCosv), G N UseAs(orgsosv). MK B E
SCAT A 15 35 Define (v, ch).

HEIR 2 LA A SR RLE N R,
Use(org,o0) A Define(v,ch) A
Own(o,ch)—>UseAs(org.o,v)
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e ie N

ACTIVITY: : = {a|l Own(a,ch),
a€ ACTION,ch€ CHRACTER}

Fn ftp,smtp,web 518 SEER{FH H tep P,
I 33k 26 2V n] JE 144 0 alltep BT 3.

W3l a 54 org #HKI0 N Relate(asorg).
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a) s MM ConsiderAs(orgsasa).

I 3 WG A S ALIE R R,
Consider(org,a) A Define(a,ch) A
Own(a,ch) — ConsiderAs(org,a,a)
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Respond(a) ,a € Action})
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VIEW;c€ CONTEXT;m& MEASURE.
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Completeness

I.INCIDENT
p:PolicySet

VorgV Ilorg€ ORG A IE€ INCIDENT -
I p(p=<org.r.a-v,[.m>)

B2 w4 5E A M E X
3.2 AWEREIE
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e 2 B [ DY USRS S A A L 1AL 3 R

— validity
p :PolicySet
AccessRisk: ORGXRXAXV XCXM—>N;
limit: Ny
Vplp=<org,r.asvsc,m * AccessRisk(p) =<
limit
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Consistency

p:PolicySet
CR:MXN—>{0,1}
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P, rﬂ/}g. ri@/\p]. ’Uﬂ[)g. vi@/\
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B4 SRS AR — e X
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Rl 1

Vpisp, €PN (pi.orgZ py.orgV pi.cH

poccN prorNpo.r=CN pr. v po. v=

N pr.aNpy.a=H=>C(P)
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FH 320 R AT DA 21 5C T H 3 A5 A 4RI
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SR ] fE R Bl &L AR — CR(py.ms po.m)
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iy 2 07w 2R O 5 R 4% IDS A3
5 N5 ) DMZ X AL 2 A A8 AT 37 8] /9 Al 55
%, H dnsserver #fit DNS Ik 45, mulitiserver
4t HTTP,FTP, E-mail M55 ; 4732 42 4 .

ARG 111.222.2.%
YN Snort IDS

By kit

External In Internal Out

External Outlgéj Internal In

MZR: 111.2221.*

i rivateHost

dnsserver:111.222.1.2 multiserver: 111.222.1. 3
5 4% 524

PublicHost

2 &

4.2 REEHEE

M2 H BB —AH 2, H /YA a0 &
T AESR 1.4 2 A3k 3 sy ik, B 3Ch
default A1 ftpoverflow_attack(ftp % H o) i fp
KA R ARG THL H BhREm. R 5 4
TR i AR R IC AR BT KR B ACL B3k,

x1 fRarHEk
bR FE X 53 e
PublicHost S C 45 S0 I e AT ] S AL




SLBFNAT T FAIL I 45 By 0 5 s A A 929

EURE ]
PrivateHost ip=111.222. 2. 0 A mask=24
F2 WEMHEIE
WLIE 44 gy L
MultiServer Sy 45 multiserver
DnsServer L4 dnsserver
=3 EomHEL
alltep protocol = tcp
ftp protocol= tep A dport=21
it protocol=tcp A (dport=110V
muthitep dport=25V dport=_80V dport=21)
dns protocol=udp A dport=>53
x4 HL HHIBEIRER
ETRe 5 ) 5 ek
1 <CH,PublicHost,dns,DnsServer,default, Permit=>
2 < H,PublicHost, multitcp, MultiServer, default, Permit=>
3 <_H,PrivateHost,dns,DnsServer,default, Permit™
4

gPII_I, PrivateHost , multﬁcp , MultiServer, defai_ill , Permit=>

, PrivateHost, alltcp, ToView (PublicHost ), default,

P it
gﬁllsumjcl—lost .’gtpy multiserver,default ,Hpovcrﬂow>
H,PublicHost, {tp, MultiServer, ftpoverflow_attack, Pro-

= o w

4.3 BN
S NS W 1 FE R ST AV €2 PublicHost

i ] 4% B DnsServer B9 dns R 55.

D) ffi €4 PublicHost (WL3& 1) 73 Bid 45 41 190 14 4
— G FEHL AT ACL #)R b A IR dE %R
any.

2) M dns B L (WL 3), K Ry AL AT,
P udp. H W% H 2 53 69 Ui 8] 43 BC 45 1% 106
Bl SEX T ACL 31 3% rp i1 B CRT H Y o
3 510% udp F 53, BT dns R 55 14U o 11 2 53,
JIT LA acl Hilis H L1528 53.

3) L DnsServer (UL 2) H 4Bl 245 dns-
server T A&, XTI F ACL 3R H Y 1P, BUE N
host 111.222.1.2

WS RD, 7] 15 3] ACL1, 1M H B! & External
In 0.

R FIHRME 1, HE 3 R~ 2 F PrivateHost
il DnsServer 1 dns filg 55. Al #fE i ACLS6. 5K
W 2 R 4 RIS 5 il 3] ACL2~ACLS.
ACL7~ACL10,ACL11.

WG 6 M 7 F R Xt fep Wi H I 8 AR I AN
M 7 56 WS . FR S o %) T8 o ik %

x5 BAEEMACLEE

212 B Cisco ACL ¥ %
ACL1 External In access-list 100 permit udp any eq 53 host 111.222. 1.2 eq 53
ACL 2 External In access-list 100 permit tcp any eq 80 host 111.222. 1. 3 eq 80
ACL 3 External In access-list 100 permit tcp any eq 21 host 111,222, 1.3 eq 21
ACL 4 External In access-list 100 permit tcp any eq 25 host 111,222, 1. 3 eq 25
ACL 5 External In access-list 100 permit tcp any eq 110 host 111.222. 1.3 eq 110
ACL 6 Internal In access-list 101 permit udp 111.222.2.0 0.0.0. 255 eq 53 host 111. 222. 1. 2 eq53
ACL 7 Internal In access-list 101 permit tep 111,222, 2.0 0. 0. 0. 255 eq 80 host 111. 222. 1. 3 eq 80
ACL 8 Internal In access-list 101 permit tep 111.222.2.0 0.0.0. 255 eq 21 host 111. 222. 1.3 eq 21
ACL 9 Internal In access-list 101 permit tep 111,222, 2.0 0.0. 0. 255 eq 25 host 111.222. 1. 3 eq 25
ACL 10 Internal In access-list 101 permit tep 111.222. 2.0 0. 0. 0. 255 eq 110 host 111.222. 1. 3 eq 110
ACL 11 External Out access-list 102 permit tep 111,222, 2.0 0. 0. 0. 255 any any any
1994, 2(4):333—360
5 g:b 'L/é [2] Stern D F. On the buzzword “security policy”[ C]//Security
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